Multi-Factor Authentication

For enhanced security, the Office of Information Security (OIS) has added two-factor
authentication into the CA CyberScholar registration process using the Microsoft Authenticator
or Google Authenticator apps. Both the Microsoft Authenticator and Google Authenticator app
can be downloaded from the Google Play store or the Apple App Store.

Registration - Initial Login/User Account Creation:

When a user creates a new account (registers), they will see a barcode that they can scan to
add their CA CyberScholar user account to their Microsoft Authenticator or Google
Authenticator app. They will receive a six (6) digit pin from the app that they must type in to
finish their login process.
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Subsequent Logins:
Going forward, all future logins to CA CyberScholar will prompt the user to enter a six (6) digit
pin after they log in using their CA CyberScholar username and password.
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