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. Executive Summary

Agencies/state entities are required to operate in accordance with a myriad of laws and
state policies related to the protection of information assets, and the timely and efficient
management of security incidents. California’s breach notification law (Civil Code
Section 1798.29), enacted in 2002, is one such law, intended to give individuals early

warning when their personal information has fallen into the hands of an unauthorized
person, so they could take steps to protect themselves against identity theft or to
otherwise mitigate the crime’s impact and other possible harms associated with a breach

of personal information.

While the law originally focused on breaches involving the kind of information used in
financial identity theft, growing concern about medical identity theft led to the addition of
medical and health insurance information as “notice-triggering” in 2008. In 2015 the
addition of a user name or e-mail address, in combination with a password or security
question that would permit access to an online account, was added to the list. In 2016,
encrypted personal information acquired by an unauthorized person with access to the
encryption key or security credential and the Automated License Plate Recognition
System were added as “notice- triggering” elements. In 2020, unique biometric data and
tax identification numbers, passport numbers, military identification numbers, and any
other unique identification numbers issued on a government document were added as

“notice- triggering” elements, and in 2021 legislation added genetic data.

Safeguarding against and preventing security breaches involving personal information
entrusted to government is essential to establishing and maintaining public trust. Equally
important is the ability to provide accurate and timely information about a breach to
affected individuals when a breach occurs because failure to do so can exacerbate the

problem and increase the risk of harm to individuals.

To ensure that agencies/state entities understand the responsibilities for making timely
and accurate notification to individuals affected by a breach, this SIMM 5340-C document
identifies the existing personal information breach notification requirements, and sets out

specific instructions and guidance for agencies/state entities to follow when responding
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to a security incident that involves a breach of personal information. This document also
provides a checklist and a set of breach notification templates as tools to assist

agencies/state entities with fulfilling the notification requirements.

1. Introduction

To ensure compliance and consistency across state government, this document identifies
the current breach notification requirements for breaches involving personal information,
accompanied by questions and factors agencies/state entities should consider in
determining whether and when a breach notification should be made, and a specification
of the means for fulfilling notification requirements. This document does not attempt to
establish an absolute standard for breach notification, since decisions are dependent
upon the specific facts surrounding the breach and the applicable law. In some cases,
notification is clearly required by law, and in others it may be unclear whether notification
is required. In some instances, where notification is, by law, clearly not required,

notification may nonetheless, serve the best interests of those affected.

The procedures discussed in this document will assist agencies/state entities in
confronting the problems associated with a breach involving personal information, by
providing instruction and guidance regarding developing an appropriate response,
understanding notification requirements, and making decisions in cases where the

obligation to notify may be uncertain.

The term “agency’ refers to any office, department, board, bureau, commission or other
organizational entity within state government. Within this document, “agency” and

“department” are used interchangeably.

lll. Information Practices Act Requirements

A. Background

The California Information Practices Act (IPA) of 1977 (Civil Code Sections 1798 et seq.) is
the primary authority that governs state agencies’ collection, use, maintenance, and
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dissemination of individuals’ personal information. The IPA also specifies the
circumstances that compel breach notification.

For the general purposes of the IPA, Civil Code Section 1798.3 defines personal

information very broadly as "any information that is maintained by an agency that
identifies or describes an individual, including, but not limited to, his or her name, Social
Security number, physical description, home address, home telephone number,
education, financial matters, and medical or employment history. It includes statements
made by, or attributed to, the individual."

B. Breach Notification Requirement

Subdivision (a) of Civil Code Section 1798.29, requires "Any agency that owns or licenses

computerized data that includes personal information shall disclose any breach of the
security of the system following discovery or notification of the breach in security of the
data to any resident of California (1) whose unencrypted personal information was, or is
reasonably believed to have been, acquired by an unauthorized person, or, (2) whose
encrypted personal information was, or is reasonably believed to have been, acquired by
an unauthorized person and the encryption key or security credential was, or is reasonably
believed to have been, acquired by an unauthorized person and the agency that owns or
licenses the encrypted information has a reasonable belief that the encryption key or
security credential could render that personal information readable or usable”. For
purposes of this section, encrypted has been defined as “rendered unusable, unreadable,
or indecipherable to an unauthorized person through a security technology or

methodology generally accepted in the field of information security”. For purposes of this
section, “encryption key” and “security credential” mean the confidential key or process
designed to render the data usable, readable, and decipherable.

The breach natification section of the IPA, subdivision (g) of Civil Code Section 1798.29,

more narrowly defines, "personal information" as the following:

1. Anindividual's first name or first initial and the individual’s last name in
combination with any one or more of the following data elements, when either the

name or the data elements are not encrypted:
Office of Information Security
Requirements to Respond to Incidents
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a. Social Security number.

b. Driver’s License number, California ldentification Card number, tax
identification number, passport number, military identification number, or
other unique identification number issued on a government document

commonly used to verify the identity of a specific individual.

c. Account number or credit or debit card number, in combination with any
required security code, access code, or password that would permit

access to an individual's financial account.

d. Medical information (as defined in Civil Code Section 1798.29).

e. Health insurance information (as defined in Civil Code Section 1798.29).

f. Unique biometric data generated from measurements or technical analysis
of human body characteristics, such as fingerprint, retina, or iris image,
used to authenticate a specific individual. Unique biometric data does not
include a physical or digital photograph, unless used or stored for facial

recognition purposes.

g. Automated License Plate Recognition (ALPR) System Information (as
defined in Civil Code Section 1798.90.5).

h. Genetic data

2. Auser name or e-mail address, in combination with a password or security

question and answer that would permit access to an online account.

Subdivisions (h) (1) through (3) of Civil Code Section 1798.29 specifically define personal

information, medical information, and health information for purposes of this section as

follows:

1. For purposes of this section, "personal information" does not include publicly
available information that is lawfully made available to the general public from

federal, state, or local government records. (Note; however, personal information
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held in public records, or portions thereof, may need to be redacted prior to
disclosure to comply with Civil Code Section 1798.24).

2. For purposes of this section, "medical information" means any information
regarding an individual's medical history, mental or physical condition, or medical

treatment or diagnosis by a health care professional.

3. For purposes of this section, "health insurance information" means an individual's
health insurance policy number or subscriber identification number, any unique
identifier used by a health insurer to identify the individual, or any information in

an individual's application and claims history, including any appeals records.

4. For purposes of this section, “encrypted” means rendered unusable, unreadable,
or indecipherable to an unauthorized person through a security technology or

methodology generally accepted in the field of information security.

5. For purposes of this section, “genetic data” means any data, regardless of its
format, that results from the analysis of a biological sample of an individual, or
from another source enabling equivalent information to be obtained, and
concerns genetic material. Genetic material includes, but is not limited to,
deoxyribonucleic acids (DNA), ribonucleic acids (RNA), genes, chromosomes,
alleles, genomes, alterations or modifications to DNA or RNA, single nucleotide
polymorphisms (SNPs), uninterpreted data that results from analysis of the
biological sample or other source, and any information extrapolated, derived, or

inferred therefrom.

Subdivisions (b) and (d) of Civil Code Section 1798.90.5 specifically defines the ALPR
System and the information received through the use of the ALPR Systems as follows:

1. ALPR system means a searchable computerized database resulting from the
operation of one or more mobile or fixed cameras combined with computer
algorithms to read and convert images of registration plates and the characters

they contain into computer-readable data.

2. ALPR information means information or data collected using an ALPR system.
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For purposes of this document the elements of personal information described in
subdivisions (e) and (f) of Civil Code Section 1798.29 are hereinafter referred to as

"notice-triggering" data elements.

Effective January 1, 2016, Civil Code Section 1798.29 subsections (1) (A through E),

specified formatting requirements for the breach notification letters and subsections (2)

(A through F) specified content requirements.

Further, effective January 1, 2012, Civil Code Section 1798.29 (e), requires any agency

that is required to issue a security breach notification to more than 500 California
residents as a result of a single breach to electronically submit a sample copy of the
breach notification, excluding any personally identifiable information, to the Attorney
General. The Attorney General’'s procedures for sample submission are available on its

website at: http://oag.ca.gov/ecrime/databreach/reporting

IV. State Policy Requirements

A. Information Processing Standards

State policy, in accordance with State Administrative Manual (SAM) Section 5100,

requires agencies/state entities to use the American National Standards Institute (ANSI)

management information standards and the Federal Information Processing Standards

(FIPS) in their information management planning and operations. The ANS| standards
are national consensus standards that provide guidance on a variety of issues central to

the public and industrial sectors. Under the Information Technology Management Reform

Act (Public Law 104-106). The Secretary of Commerce approves standards and
guidelines that are developed by the National Institute of Standards and Technology

(NIST) as FIPS for use government-wide. NIST develops FIPS when there are

compelling Federal government requirements such as for security and interoperability

and there are no acceptable industry standards or solutions.

In relation to Civil Code Section 1798.29's exemption from the breach notification

requirement for a breaches involving encrypted notice-triggering information, this
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requirement, includes without limitation, those NIST standards related to the validation of
cryptographic modules found in encryption products used in the protection of

confidential, personal, or sensitive information. The exemption is only applicable to

those incidents involving data encrypted with products validated by NIST as FIPS 140-3

compliant.

B. Incident Management

State policy (SAM Section 5340) requires agency management to promptly investigate
incidents involving loss, damage, misuse of information assets, unauthorized access, or
improper dissemination of information, and immediately report the occurrence of such
incidents to the Office of Information Security (OIS) and the California Highway Patrol
(CHP), through the California Compliance and Security Incidents Reporting System (Cal-
CSIRS). Detailed incident reporting procedures can be found in the Incident Reporting and
Response Instructions (SIMM 5340-A).

Proper incident management includes the formulation and adoption of an incident
management plan that provides for the timely assembly of appropriate staff that are
capable of developing a response to, appropriate reporting about, and successful recovery
from a variety of incidents. In addition, incident management includes the application of
lessons learned from incidents, together with the development and implementation of
appropriate corrective actions directed to preventing or mitigating the risk of similar

occurrences.

In conjunction with the aforementioned requirements, SIMM 5340-A requires every state
agency that collects, uses, or maintains personal information to include in their incident
management plan, procedures for responding to a security breach involving personal
information reqardless of the medium in which the breached information is held (e.g.,
paper, electronic, oral, or the combination of data elements involved including non-notice-
triggering personal information). These procedures must be documented and must

address, at a minimum, the following:

1. Agency Incident Response Team: An agency's procedures shall identify the

positions responsible for responding to a security breach involving personal
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information. An agency's response team must include, at a minimum, the

following:

e An escalation manager

e The Program Manager of the program or office experiencing the breach

e The Information Security Officer (ISO)

e The Chief Privacy Officer/Coordinator (CPO) or Senior Official for Privacy
e The Public Information or Communications Officer

e Legal Counsel

e Others as directed by OIS

The escalation manager, often the ISO or CPO, is responsible for ensuring
appropriate representatives from across the organization are involved, and are

driving

the process to completion. Some incidents will require the involvement of other
persons not mentioned above. For example, if the source of the compromised
information was a computer system or database, the Chief Information Officer
should also be involved in the response activity. As another example, if the
incident involves unauthorized access, misuse, or other inappropriate behavior
by a state employee, or the security breach involves a compromise of state
employee’s personal information, the Personnel Officer or Human Resources

Manager should also be involved in the response activity.

Further, if the incident involves multiple agencies/state entities, the response
team from each agency/state entity may be involved.

2. Protocol for Escalation, Internal Reporting, and Response: An agency's

procedures shall outline the method, manner, and progression of internal
reporting, so as to ensure that the agency’s executive management is informed
about the breach of personal information, the Agency Incident Response Team is
assembled, and the incident is addressed in the most expeditious and efficient

manner.
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An initial impact assessment and response coordination meeting, attended by all
response team personnel, is highly recommended when a security incident
involves notifying a large number of individuals, involves multiple agencies/state
agencies, or is likely to garner media attention. This meeting clarifies roles,

responsibilities, and timelines for incident reporting and response activities.

When multiple agency personnel are involved; attendee and sign-in rosters are
used to track participant involvement. Non-disclosure agreements may also be
used to ensure confidential information remains confidential and communications

do not compromise or complicate an active investigation.

3. Protocol for Security Incident Reporting: Any actual or suspected incident

meeting the criteria described earlier or breach of personal information (notice-
triggering and non-notice-triggering data elements) in any type of media (e.g.,
electronic, paper) is to be reported immediately to OIS and CHP through Cal-
CSIRS. Representatives from the OIS and/or CHP’s Computer Crime
Investigation Unit (CCIU) will contact the state entity as soon as possible
following their receipt of the Cal-CSIRS notification.

IMPORTANT: A report made to CHP, other law enforcement agencies, or the
OIS outside of the Cal-CSIRS notification process by email or other means
is NOT an acceptable substitute for the required report through Cal- CSIRS.

In the case that the Cal-CSIRS system is offline during normal business hours,
contact OIS directly by phone at (916) 445-5239 or by e-mail at
security@state.ca.gov for assistance. If the Cal-CSIRS system is offline outside

of normal business hours and you require immediate law enforcement

assistance, contact CHP's Emergency Notification and Tactical Alert Center
(ENTAC) at (916) 843-4199. This telephone number is staffed 24-hours a day,
seven days a week. The officers at ENTAC will forward that information to CCIU

for immediate assistance. In the situation that notification is made outside of

normal business hours through CHP, it is the state entity’s responsibility to notify

OIS of incident the next business day.
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A state entity report must outline the details of the incident and corrective actions
taken, or to be taken, to address the root cause of the incident. The report must
be completed through Cal-CSIRS within 10 business days following creation of
the incident. If corrective actions cannot be completed immediately, follow the
instructions outlined in Plan of Action and Milestones Instructions (SIMM 5305-B)
to submit a Plan of Actions and Milestones (SIMM 5305-C) that identifies all
corrective actions along with timelines indicating when these corrective actions
will be completed. If the state entity currently has a POAM on file, you will need

to update the existing POAM and resubmit.

4. Decision-Making Criteria and Protocol for Notifying Individuals.

Both the decision to provide external notification on the occasion of a breach and
the nature of the notification will require agencies/state entities to resolve a
number of questions. An agency's procedures shall include documentation of the

methods and manner for determining when and how notification is to be made.

To assist agencies with navigating the decision-making process, a checklist is
provided as Appendix A, Breach Response and Notification Assessment

Checklist. The procedures shall, at a minimum, address the following elements:
a. Whether the notification is required by law.
b. Whether the notification is required by state policy.
c. Timeliness of notification.
d. Source of notice.
e. Content of notice.
f. Approval of notice prior to release.
g. Method(s) of notification.

h. Preparation for follow-on inquiries.

Office of Information Security

Requirements to Respond to Incidents

Involving a Breach of Personal Information

SIMM 5340-C May 2025 Page | 14



i. Other actions that agencies/state entities can take to mitigate harm to

individuals.
j.-  Other situations when notification should be considered.

A more detailed description of these elements is set forth in the following section.

V. Essential Elements to Consider

A. Whether Breach Notification Is Required by Law

California's Breach Notification Law (Civil Code Section 1798.29) requires "Any agency

that owns or licenses computerized data that includes personal information shall
disclose any breach of the security of the system following discovery or notification of
the breach in the security of the data to any resident of California (1) whose
unencrypted personal information was, or is reasonably believed to have been, acquired
by an unauthorized person, or, (2) whose encrypted personal information was, or is
reasonably believed to have been, acquired by an unauthorized person and the
encryption key or security credential was, or is reasonably believed to have been,
acquired by an unauthorized person and the agency that owns or licenses the
encrypted information has a reasonable belief that the encryption key or security

credential could render that personal information readable or usable”.

The law is intended to give individuals early warning when their personal information is
reasonably believed to have been acquired by an unauthorized person, so that those
individuals can take steps to protect themselves against identity theft or to otherwise
mitigate the crime's impact. While the law originally focused on breaches involving the
kind of information used in financial identity theft, growing concern about medical
identity theft led, in 2008, to the addition of medical and health insurance information as
notice- triggering information. In 2015 the addition of a user name or e-mail address, in
combination with a password or security question that would permit access to an online

account, was also added to the list. In 2016, the Automated License Plate Recognition
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(ALPR) System was determined to have the ability to store personal identifiable

information and was added as a “notice-triggering” element. Most recently, unique

biometric data and tax identification numbers, passport numbers, military identification

numbers, and any other unique identification numbers issued on a government

document were added as “notice-triggering” elements.

To determine whether notification of a breach is required by law, the agency should

consult with their legal counsel. Note, other sector specific laws and regulations may

also require natification, such as laws governing Federal Tax Information (FTI), and the

Health Information Portability and Accountability Act (HIPAA). Answering the following

questions should assist the agency and its legal counsel in making the determination as
it relates to Civil Code Section 1798.29:

1.

Was computerized data owned or licensed by the state agency involved?

When determining whether or not the incident involved computerized data, the
agency is to consider, at a minimum, whether the data involved was processed or
stored with or in a computer or computer system. This includes, but is not limited
to, copier, facsimile and business hub machines, mobile telephone and portable
digital assistant (PDA) devices, data processed or stored with or in electronic

mail systems, online accounts, and data collected through an ALPR system.

Was a computer system, or computer peripheral, or storage device with the
capability of storing computerized data owned or licensed by the state agency

involved?

When determining whether or not the incident involved a computer system, or

computer peripheral, or storage device with capability of storing computerized

data the agency is to consider the wide array of data storage devices available
today.
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This includes, but is not limited to, those mentioned above, as well as USB flash,

jump or pen drives, CDs and DVDs, external and removable hard drives, and

magnetic and optical backup tapes/disks.

3. Were notice-triggering data elements involved?

a. In accordance with Civil Code Section 1798.29, notice triggering data

elements include an individual's first name or first initial and the

individual’s last name in combination with any one or more of the

following:

Vi.

Vii.

Social Security number.

Driver’s License number, California Identification Card number, tax
identification number, passport number, military identification
number, or other unique identification number issued on a
government document commonly used to verify the identity of a
specific individual.

Account number or credit or debit card number, in combination with
any required security code, access code, or password that would

permit access to an individual's financial account.

Medical information (as defined in Civil Code Section 1798.29).

Health insurance information (as defined in Civil Code Section
1798.29).

Unique biometric data generated from measurements or technical
analysis of human body characteristics, such as fingerprint, retina,
or iris image, used to authenticate a specific individual. Unique
biometric data does not include a physical or digital photograph,
unless used or stored for facial recognition purposes.

ALPR System information (as defined in Civil Code Section
1798.90.5).
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viii. Genetic data.

b. Auser name or e-mail address, in combination with a password or security

guestion and answer that would permit access to an online account.

4. Were the notice-triggering data elements encrypted using FIPS 140-3 or NIST

certified cryptographic modules?

3. The NIST Cryptographic Module Validation Program (CMVP) validates

cryptographic modules to Federal Information Processing Standards (FIPS 140-3

and others). An alphabetical list of vendors who have implemented NIST
validated cryptographic modules list is available on NIST's CMVP website at

http://csrc.nist.gov/groups/STM/cmvp/validation.html

FIPS 140-3 precludes the use of invalidated cryptography for the cryptographic
protection of sensitive or valuable data. Invalidated cryptography is viewed by
NIST as providing no protection to the information or data - in effect the data

would be considered unprotected plaintext.

5. Were the notice-triggering data elements acquired, or reasonably believed to

have been acquired by an unauthorized person?

When determining whether or not acquisition has actually or is reasonably
believed to have occurred, an agency is to consider, at a minimum, the following

indicators:

a. The information is in the physical possession and control of an

unauthorized

b. person, such as a lost or stolen computer or other devices that have the
capability of containing information, or such as a misdirected electronic
mail transmission received and opened by an unauthorized person

containing notice-triggering information.
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c. The information has been downloaded or copied (e.g., any evidence that
download or copy activity has occurred which may require forensic

analysis);
d. The attacker deleted security logs or otherwise "covered their tracks";

e. The duration of exposure in relation to maintenance of system logs or in

cases of an inadvertent or unauthorized Web site posting;

f. The attack vector is known for seeking and collecting personal

information;

g. The information was used by an unauthorized person, such as instances

of identity theft reported or fraudulent accounts opened.

B. Whether Breach Notification Is Required by State Policy

The compromise of notice-triggering data elements found in physical information
systems poses the same level of risk to individuals as a compromise of notice-triggering
data elements found in computerized systems; thus, state policy requires notification be
made to individuals in these cases, as well. To determine whether notification is
required by state policy, the agency should still consult with its legal counsel. However,
answering the following questions, which are a slight variation to those above, should

assist the agency and its legal counsel in making this determination:

1. Was data, on any other media type or format (e.g., paper, cassette tape),

owned or licensed by the state agency involved?
2. Were notice-triggering data elements involved?

a. In accordance with Civil Code Section 1798.29, notice triggering data

elements include an individual's first name or first initial and the
individual’'s last name in combination with any one or more of the

following:

i. Social Security number.

Office of Information Security

Requirements to Respond to Incidents

Involving a Breach of Personal Information

SIMM 5340-C May 2025 Page | 19


http://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=1798.29.&lawCode=CIV

ii. Driver’s License number, California ldentification Card number, tax
identification number, passport number, military identification
number, or other unique identification number issued on a
government document commonly used to verify the identity of a

specific individual.

iii. Account number or credit or debit card number, in combination with
any required security code, access code, or password that would

permit access to an individual's financial account.

iv. Medical information (as defined in Civil Code Section 1798.29).

v. Health insurance information (as defined in Civil Code Section
1798.29).

vi. Unique biometric data generated from measurements or technical
analysis of human body characteristics, such as fingerprint, retina,
or iris image, used to authenticate a specific individual. Unique
biometric data does not include a physical or digital photograph,

unless used or stored for facial recognition purposes.

vii. ALPR System information (as defined in Civil Code Section
1798.90.5).

viii. Genetic data.

b. Auser name or e-mail address, in combination with a password or security

guestion and answer that would permit access to an online account.

3. Were the notice-triggering data elements acquired, or reasonably believed to
have been acquired by an unauthorized person?

When determining whether or not acquisition has actually or is reasonably

believed to have occurred, an agency is to consider the following indicators:

a. The information is in the physical possession and control of an

unauthorized person, such as a misdirected, lost, or stolen hardcopy
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document, or file containing notice-triggering information. This includes,
but is not limited to, documents containing notice-triggering data elements

which have been

b. addressed and mailed to an unauthorized person, transmitted by facsimile
to an unauthorized person, or information containing notice-triggering data
elements which is otherwise conveyed, such as by word-of-mouth, to

unauthorized persons.

c. The information has been viewed, acquired, or copied by an unauthorized

person, or a person exceeding the limits of their authorized access.

d. The information has been shared by an unauthorized person or was used
by an unauthorized person, such as instances of sharing the personal
information with the media or tabloids, or identity theft reported, or

fraudulent accounts opened.

C. Timeliness of the Notification

Following the discovery of a breach that involves personal information which meets the
statutory or policy criteria for notification, agencies/state entities should provide

notification to affected individuals in a timely manner and without unreasonable delay.

To the extent possible, notification should be made within ten (10) business days from
the date the agency has determined that the information was, or is reasonably believed
to have been, acquired by an unauthorized person. The following are examples of
circumstances which may warrant the delay of notification beyond the 10 days following

discovery:

e Legitimate needs of law enforcement, when notification would impede or
compromise a criminal investigation, or pose other security concerns [Civil Code
Section 1798.29 (c)].

e Taking necessary measures to determine the scope of the breach and restore

reasonable integrity to the system, so that the harm of the initial incident is not

compounded by premature announcement. For example, if a data breach

Office of Information Security

Requirements to Respond to Incidents

Involving a Breach of Personal Information

SIMM 5340-C May 2025 Page | 21


https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=CIV&sectionNum=1798.29
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=CIV&sectionNum=1798.29

resulted from a failure in a security or information system, that system should be
repaired and tested before disclosing details related to the incident. [Civil Code
Section 1798.29 (a)].

Any decision to delay notification should be made by the agency head, or the senior-
level individual designated in writing by the agency head as having authority to act on
his/her behalf, and any delay should not exacerbate the risk of harm to any affected

individual(s).

D. Source of the Notification

Given the serious security and privacy concerns raised by breaches involving personal
information, the notice to individuals affected by the loss should be issued and signed
by a responsible official of the agency. In those instances in which the breach involves a
widely known component of an agency, notification should be given by a responsible
official of the component. In general, notification to individuals affected by the breach
should be issued by the agency head, or by the senior-level individual designated in

writing by the agency head as having authority to act on his/her

behalf. Such action, demonstrates that the incident has the attention of the chief

executive of the organization.

There may be some instances in which notice of a breach may appropriately come from
an entity other than the actual agency that suffered the loss. For example, when the
breach involves a contractor operating a system of records on behalf of the agency or a
public- private partnership. The roles, responsibilities, and relationships with contractors
or partners for complying with notification procedures should be established in writing
with the contractor or partner prior to entering the business relationship, and must be
reflected in the agency's breach response plan and in the contractual agreements with

those entities.

Whenever practical, to avoid creating confusion and anxiety for recipients of the notice,
the notice should come from the entity that the affected individuals are more likely to
perceive as the entity with which they have a relationship. In all instances, when the

breach involves a contractor or a public-private partnership operating a system on
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behalf of the agency, the agency is responsible for providing any required or necessary
notification, and for taking appropriate corrective actions.

E. Format of the Notification
The breach notification shall be designed to call attention to the nature and significance
of the information it contains, and shall be formatted on official letterhead to include:
1. No smaller than 10-point Ariel font type;
2. Atitle “Notice of Data Breach”; and
3. Contain at a minimum the following headings:
a. “What Happened”
b. “What Information Was Involved”
c. “What We Are Doing”
d. “What You Can Do”
e. “Other Important Information”
f. “For More Information”

F. Content of the Notification

The substance of the notice should be written in clear, concise, and easy-to-understand
language. The notice should avoid the use of technical jargon and shall include, at a

minimum, the following elements:

1. A general description of what happened; including the date of breach if known; if
not known, the estimated date or date range within which the breach occurred.
Agencies/state entities should be mindful of the impact of disclosing either an
insufficient amount of detail or too much detail in the general description of what
happened. For example, in cases where an investigation is ongoing, disclosing
certain details may impede or compromise the investigation, or cause other
security concerns. On the other hand, failure to disclose a sufficient amount of

detail may not provide the recipient with enough information to fully understand
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and mitigate their own risk. An agency must work with law enforcement

authorities to ensure the content strikes the necessary balance.

. A description of the type of personal information involved in the breach (e.g., full
name, Social Security number, Driver’s License number or California
Identification Card number, date of birth, home address, account number,
disability code, medical or health information (as defined), etc.). The specific type
or types of notice-triggering data elements are to be provided in the notice. This
is extremely important to help the recipient of the notice to fully understand how

to mitigate their risk.

. All of the steps that the individual could take to protect themselves from potential
harm, if any.

. An apology and a description of the steps the agency is taking, has taken, or will
take, to investigate the breach, mitigate any losses, and protect against any
further breaches.

. The name and contact information of the individual contact(s) at the agency with
the ability to provide more information about the breach to the affected

individuals.

. Atoll-free telephone number for the agency contact, physical address, e-mail
address, and postal address if available. If the agency does not have a toll-free

telephone number a local telephone number may be provided.

When the agency has knowledge that the affected individuals are not English speaking,

to the extent practical, the notice should also be provided in the appropriate

language(s).

Given the amount of information required above, in cases where it is only the name and

Social Security number that has been breached, agencies/state entities may want to

consider using the one-page Breach Help —Consumer Tips from the California Attorney

General document as an enclosure with the notice letter. It is available in English and in

Spanish and can be downloaded at: https://www.oag.ca.gov/privacy/business-privacy
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The Breach Help —Consumer Tips from the California Attorney General document,
as well as standardized breach notification templates for breaches involving
other notice-triggering information, is provided as appendices (B through K) in
this document. In some cases it may be necessary to combine the language from

multiple templates, such as in the hybrid template provided.

Consistent with Section 504 of the Rehabilitation Act of 1973, the agency should also
give special consideration in providing notice to individuals who are visually or hearing
impaired. Accommodations may include establishing a Telecommunications Device for

the Deaf (TDD) or posting a large-type notice on the agency's Web site.

G. Approval of the Notification

SIMM 5340-A requires agencies/state entities to submit draft breach notices to OIS for
review and approval prior to their release. The intent is to ensure the consistency and

clarity of notices, as well as the accuracy of privacy protection steps and instructions
provided in notices. The procedures for submitting a request for review and approval of

a draft breach notice to the OIS are as follows:

1. Communicate with OIS security representative by telephone at (916) 245-
2583 immediately prior to submission of any document, in order to alert the

Office that a document requiring review will soon arrive.

2. Upload breach notification, with corresponding incident report (SIMM 5340-B),
into Cal-CSIRS. Cal-CSIRS procedures can be found in the SIMM 5340-A.

3. Indicate the target date of release. Allow at least one full business day for OIS's
review and approval of the initial and any subsequent submittals that are

necessary due to changes not previously reviewed and approved by OIS.

Depending on the circumstances, the agency may also need to contact other public and
private sector agencies, particularly those that may be affected by the breach or may
play a role in mitigating the potential harms stemming from the breach. For example, an
agency may need to seek confirmation from law enforcement that notification will not

compromise the investigation. Or, when as a result of a large breach in individual names
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and Driver’s License numbers, the agency intends to reference the Department of Motor
Vehicle (DMV) Fraud Hotline in the notice; the agency should seek DMV’s approval and

provide DMV with advanced warning that DMV may experience a surge of inquiries.

Note: This Fraud Hotline is only used when an individual has evidence to suggest their

Driver’s License number has been misused.

H. Method(s) of Notification

The best means for providing notification will depend on the nature and availability of
contact information of the affected individuals, as well as the number of individuals
affected. Notice provided to individuals affected by a breach should be commensurate
with the number of people affected and the urgency with which they need to receive

notice. The following are examples of the types of notification which may be considered.

1. First-Class Mail: Written notice to the named individual, whenever possible by

first- class mail to the last known address in the agency's records, should be the
primary means of notification. For example, the notice should be addressed to
"Jane Doe", and in cases of minor children the notice should be addressed "To
the Parent of: Jane Doe". Where there is reason to believe the address is no
longer current, an agency should take reasonable steps to update the address by
consulting with other agencies, such as the U.S. Postal Service (USPS). The
USPS will forward mail to a new address, or will provide an updated address via
established processes. The notice should also be sent separately from any other
mailing so that it stands out to the recipient, and it should be labeled to alert the
recipient to the importance of its contents, (e.g., "Important Information
Enclosed"), and as to reduce the possibility that it may be mistaken as

advertising mail.

Notification should include sender or return address information unless there are
special circumstances which necessitate not doing so. For example, the inclusion
of the healthcare office or clinic name or return address may be more harmful

than helpful, and further reveal personal information.
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2. Telephone: Notification by telephone may be appropriate as a supplement to
written notice in those cases where urgency may dictate immediate and
personalized notification and/or when a limited number of individuals are
affected. Persons making the notification by telephone should only do so by
personal contact with the affected individual, never through a message on
answering machine or other parties. In all cases, written notice by first-class mail

must be made concurrently.

3. E-Mail: E-mail may only be used to make notification if the notice triggering data
elements involved are limited to an individual’s user name or e-mail address in
combination with a password or security question and answer that would permit
access to the online account and as consistent with the Federal Electronic
Signatures Act (15 U.S. Code 7001). The Federal Electronic Signatures Act
requires, among other things, that an agency must have received express
consent from the individual to use e-mail as the primary means of communication
before making the breach notification. In such cases the agency may provide the
security breach notification by e-mail or other form that directs the person whose
personal information has been breached to promptly change his or her password
and security question or answer, as applicable, or to take other steps appropriate
to protect the online account and all other online accounts for which the person
uses the same user name or e-mail address and password or security question

or answer.

Agencies/state entities must keep in mind that notification by e-mail may be
problematic because individuals change their e-mail address and often do not
notify all parties of the change, and it may be difficult for individuals to distinguish

the agency's e-mail notice from a "phishing" e-mail.

4. Substitute Notification. Subdivision (j), (3) of Civil Code Section 1798.29,

provides for substitute notification when an agency can demonstrate that more

than 500,000 individuals were affected, or the cost of providing notification would

exceed $250,000, or the agency does not have adequate contact information on
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those affected. In accordance with that provision of law, substitute notification
consists of all of the following methods:

a. Conspicuous posting, for a minimum of 30 days, of the notice on the
agency's internet website, if the agency maintains one. This includes
providing a link to the notice on the home page, or first significant page
after entering the internet website. This link shall be displayed in a larger
or contrasting text than the surrounding text in order to call attention to the
link.

b. Notification to major statewide media and to the California Office of

Information Security within the Department of Technology; and

c. E-mail notification when the agency has an e-mail address for the
individuals. Here, because an agency is also doing a. and b., the e-mail
notice does not need to meet the requirements of the Federal Electronic
Signature Act.

The posting should also include a link to Frequently Asked Questions (FAQs) and
other talking points to assist the public's understanding of the breach and
notification process. See the Security Breach FAQ’s provided on the Office of the

Attorney General's website.

Further, when making a substitute notification, the public media should be
notified as soon as possible after the discovery of the breach because delayed
notification may erode public trust. However, an agency's decision to notify the
public media in conjunction with substitute notification, or in other situations, will
require careful planning and execution so that the agency is adequately prepared

to handle follow- on inquiries.

Preparation for Follow-on Inquiries from Noticed Individuals

Those affected by the breach can experience considerable frustration if, in the wake of

the individual notification or the initial public announcement, they are unable to find

sources of additional accurate information. This applies to both follow-on inquiries made
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to the agency that experienced the breach, as well as to counterpart entities that may
be affected by the breach or may play a role in mitigating the potential harms stemming
from the breach. For example, depending upon the nature of the incident and the
information involved, certain entities, such as the credit-reporting agencies, may also

need to prepare for a surge in

inquiries that might far exceed normal workloads (e.g., requests for copies of credit

reports and posting of fraud alerts).

Consequently, and as appropriate, agencies/state entities must adequately prepare for
follow-on inquiries and must address inquiries in the most efficient and accurate manner

possible. In doing so, an agency should consider provisioning for the following:

1. Instructions to each of its public inquiry intake units about where they should
direct both telephone and in-person inquiries about the breach from affected

individuals, the media, and the public.

2. Atoll-free phone line, answered by personnel specifically trained to handle
inquiries from affected individuals and the public, especially when the breach has

affected a large number of individuals.

3. A complaint resolution and/or escalation process. For example, individuals may

be directed to the agency's Office of Civil Rights, if one is available.

4. Early warning and information about the timing of notification to all counterpart

entities, so that they may adequately prepare for any potential surge in inquiries.

5. The timing for delivery of the notice to noticed individuals in conjunction with the
availability of staff to respond to follow-on inquiries must also be considered. For
example, an agency should not release a notification so that it is likely to be
received on the last work day before major holiday weekend or the day of an
observed holiday.

The OIS can assist agencies/state entities with the development of scripts, FAQs, staff

training and other related notification activities.
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J. Other Situations When Breach Notification Should Be considered

Neither state law nor state policy requires notification in the case of breaches involving
non- notice-triggering personal information. Nevertheless, breaches involving certain
types of non- notice triggering personal information can also implicate a broad range of
harms to individuals. The other types of harm that an agency should consider,
depending upon the nature of the personal information involved, and the circumstances

of the loss or theft, include but are not limited to, the following:

e Harm to reputation.

e Potential for harassment.

e Potential for prejudice, particularly when health or financial benefits information is
involved.

e Other types of financial loss, such as an increase or denial of insurance
premiums which may be associated with the latter.

e Embarrassment.

¢ Legal problems.

In situations where other (non-notice-triggering) personal information is involved, an
agency should, in consultation with its legal counsel and the OIS, consider the following
factors when making an assessment of the likely risks of harm and the decision to

notify:

1. Nature of the Data Elements Breached: The nature of the compromised data

elements is a key factor to consider in determining if notification should be
provided to affected individuals. It is difficult to characterize data elements as
creating a low, moderate, or high risk simply based on the type of data because
the sensitivity of the data element is contextual. A name in one context may be
less sensitive in another context. For example, the breach of a list containing the
names and home addresses of undercover peace officers or domestic violence
victims, poses a higher risk of harm than a list containing the names of

individuals that subscribe to an agency's monthly newsletter on general family
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issues. Yet in the context of this subscriber list, if the newsletter were specific to a
certain profession or clientele it could pose a higher level of risk, such as a
newsletter that is specific to a support group for battered persons. It is also
important to note that a Social Security number alone is useful in committing
identity theft. In assessing the levels of risk and harm, consider the data
element(s) in light of their context and the broad range of possible harms that

could result from their acquisition by or disclosure to unauthorized individuals.

2. Likelihood the Information Is Accessible and Usable: Upon learning of a breach,

agencies/state entities should assess the likelihood that personal information will
be or has been acquired and misused by unauthorized individuals. An increased
risk that the information will be misused by unauthorized individuals should
influence the agency’s decision to provide notification.

The fact the information has been lost or stolen does not necessarily mean it has
been or can be accessed by unauthorized individuals; however, depending upon
any number of physical, technological, and procedural safeguards employed by
the agency, the risk of compromise may be low to non-existent. For example,
exposure on a public website for many weeks or months would increase the
likelihood that it was acquired by an unauthorized individual. Also, if the
information was properly protected by encryption then the likelihood the
information is accessible and usable is non-existent; whereas, "paper copies" of
printed personal information are essentially unprotected and would be
considered a much higher risk of compromise depending upon the type of

information involved.

In this context, the encryption product and algorithm used has been validated by

the National Institute of Standards and Technology (NIST) to the American

National Standards Institute (ANSI) management information standards and the

Federal Information Processing Standards (FIPS), as state agencies are required

to use the ANSI| and FIPS standards in their information management planning

and operations (SAM section 5100).
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3. Likelihood the Breach May Lead to Harm: The IPA (Civil Code Section 1798.21)

requires agencies to protect against anticipated threats or hazards to the security

or integrity of records containing personal information which could result in any

injury to individuals. When considering injury to individuals, agencies should

consider the broad reach of potential harm and the likelihood harm will occur.

a. Broad Reach of Potential Harm: The number of possible harms associated

Vi.

Vii.

with the loss or compromise of information may include, but are not

necessarily limited to, the following:

the effect of a breach of confidentiality or fiduciary responsibility.

. The disclosure of address information for victims of stalking or

abuse, or persons in certain high-risk professions (e.g., law

enforcement officers, reproductive health care clinic workers, etc.).

legal problems (e.g., an individual uses another individual’s name
and Driver’s License number when arrested, or a pregnant woman
uses the medical identity of a mother and delivers a baby who
tested positive for illegal drugs. Consequently, Social Services
takes her children from her and she must hire an attorney to prove
that she is the victim of medical identity theft).

harm to reputation.
financial loss.

the disclosure of private facts and unwarranted exposure leading to
embarrassment, humiliation, mental pain, emotional distress, or
loss of self- esteem; the potential for secondary uses of the

information which could result in fear or uncertainty.

the potential for harassment, blackmail, or prejudice, particularly

when health or financial benefits information is involved.

b. Likelihood Harm Will Occur: The likelihood that a breach of non-notice

triggering personal information may result in harm will depend on the
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manner of the actual or suspected breach and the type(s) of data involved
in the incident. While not considered notice-triggering under the law, a
Social Security number alone is useful in committing identity theft, and if
there is evidence that this information was the specific target of attack by a
known identity theft fraud ring, the likelihood of harm would be considered
greater than if this same information had been inadvertently exposed or

acquired.

4. Ability of the Agency to Mitigate the Risk of Harm to Individuals. Within an

information system, the risk of harm will depend on how the agency is able to

mitigate further compromise of the system(s) and/or information affected by a
breach. In addition to containing the breach, appropriate countermeasures, such
as monitoring system(s) for misuse of the personal information and patterns of
suspicious behavior, should be taken. For example, if the information relates to
disability beneficiaries, monitoring a beneficiary database for requests for change

of address may signal fraudulent activity.

The ability of an agency or other affected entities to monitor for and prevent
attempts to misuse the compromised information is a factor in determining the
risk of harm, particularly the harms associated with identity theft. Such mitigation
may not prevent the use of personal information for identity theft, but it can limit
the associated harm. Some harm may be more difficult to mitigate than others,
particularly where the potential injury is more individualized and may be difficult

to determine.

Where practical, the agency should exhaust its ability to mitigate any risk of
harm, and provide timely instruction and guidance in the notice to affected

individuals about steps they can take to protect themselves.

5. Ability of the Notified Individuals to Mitigate the Risk of Harm to Themselves:

Notification should be designed to afford affected individuals an opportunity to

mitigate their risk. For example, in the case where the name and home address
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of a victim of abuse has been compromised, the individual may, in order to
mitigate their risk, choose to move or to affect a greater situational awareness.

In some cases, the apology and assurance of corrective action, addressed
through notification, may serve as a satisfactory remedy for those individuals who

have been impacted, or potentially impacted, by the breach.

On the other hand, agencies/state entities should bear in mind that notification,
when there is little or no risk of harm might create unnecessary concern and

confusion.

Additionally, under circumstances where notification could increase the risk of
harm, the prudent course of action is not to notify.

K. Other Actions That Agencies Can Take to Mitigate Harm to Individuals

In addition to notifying affected individuals, it may be necessary for an agency to take
other actions to mitigate the risk of harm. For example, if the breach involves
government credit cards, the agency should notify the issuing bank promptly; or, if the
breach is likely to lead to benefit fraud (e.g., Medi-Cal, Unemployment Insurance, etc.),
the agency should notify the benefit agency, so that they can take appropriate actions,

such as flagging accounts associated with the affected individuals.

VI. Other Considerations

Outside of the legal and policy requirements discussed earlier there are two other steps
an agency may consider to mitigate the effects of a breach on the agency and the
individuals. The first is advanced notification to the media and the second is credit

monitoring services. These are discussed in more detail below.

A. Advance Notification to the Media

Though not required, in breaches likely to receive greater attention, an agency may
consider providing advance notification to the media as notifications are mailed to
individuals. This allows the agency to present the facts of the story first, rather than

trying to correct inaccurate or incomplete news stories after they are published.
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Advance notification to the media also demonstrates openness and can promote good
ongoing communications with reporters. In addition, providing accurate information
through the news media is another way to reach those affected and to explain what

steps they can take to protect themselves.

As mentioned above, the timing of any notification to media or individuals is critical. The
agency must ensure it is prepared to handle follow-on inquiries and is appropriate given
the circumstances. In some cases, it may be more prudent not to notify news media at
the same time notification is made to affected individuals. For example, an individual
who has stolen a password-protected laptop in order to resell it may be completely
unaware of the nature and value of the information the laptop contains, and may wipe
the laptop clean before selling it. In such a case, public announcement may actually
alert a thief to what he possesses, increasing the risk that the information will be
misused, and it would be wise to delay media notification at least until affected

individuals have received notice and had time to take defensive action.

B. Credit Monitoring Services

The offer of credit monitoring services can provide an additional measure of protection
for individuals affected by a breach - especially where the compromised information
presents a risk of new accounts being opened. However, this involves agency expense
and the services are only useful in cases where there has been a breach of Social

Security number, California Driver’s License, or California Identification Card number.

Credit monitoring is not helpful for breaches of account numbers only. When a “free”
mitigation product is offered, be sure that the individuals are not automatically enrolled

for a renewal at their own cost.

Credit monitoring is a commercial service that cannot prevent or guarantee that identity
theft will not occur; however, it can assist individuals in early detection of instances of
new-account identity theft, thereby allowing them to take steps to minimize the harm.
Typically, the service notifies individuals of activities on their credit files, such as creation

of a new account or inquiries to the file. Consult the Consumer Federation of America
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consumer resource publications “Best Practices for Identity Theft Services” and “Best
Practices for Identity Theft Services: How Are Services Measuring Up?”.

VIl. Notifying Others When Required

A. Notifying the Attorney General

California law requires a business or state agency to notify any California resident
whose unencrypted personal information, as defined, was acquired, or reasonably
believed to have been acquired, by an unauthorized person. [Civil Code section
1798.29 (a) and Civil Code Section 1798.82 (a)].

Any person or business that is required to issue a security breach notification to more
than 500 California residents as a result of a single breach of the security system shall
electronically submit a single sample copy of that security breach notification, excluding
any personally identifiable information, to the Attorney General. [Civil Code Section
1798.29(e) and Civil Code section 1798.82(f)]

B. Notifying Credit Reporting Agencies

Sending breach notification letters involving a breach of Social Security numbers or

Driver’s License/California ID numbers can result in a large volume of calls to consumer

credit reporting agencies, affecting their ability to respond efficiently. Be sure to contact
these agencies before you send out notices in cases involving a large number of
individuals - 10,000 or more. Note that this step is not relevant for breaches of a single
account number or of medical or health insurance information alone. Make
arrangements with the credit reporting agencies during your preparations for giving
notice, without delaying the notice for this reason. You may contact the credit reporting

agencies as follows:

e Experian: Send an e-mail to BusinessRecordsVictimAssistance@Experian.com.

e Equifax: Send an e-mail to businessrecordsecurity@equifax.com.

e TransUnion: Send an e-mail to fvad@transunion.com, with “Database

Compromise” as the subject.
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VIIl. Questions

Questions regarding this requirement may be sent to:
California Department of Technology
Office of Information Security

security@state.ca.qgov

IX. Appendices

To assist the agency with responding to a breach and drafting a breach notice the
following breach response checklist, and the sample breach notices and the
corresponding document enclosure has been provided as appendices herein.

Note: If a breach involves more than one type of notice-triggering information, the
notice should use language from all the relevant sample notices. Further, when
deceased person’s or minor children’s personal information is involved, special
content and recommended actions are necessary for inclusion in the notification.

Consult OIS in these cases.
Appendix A: Breach Response and Notification Assessment Checklist
Appendix B: Sample Breach Notice - Social Security Number

Appendix C: Sample Breach Notice - Driver's License Number, or California
Identification Card Number, Tax Identification Number, Passport Number, Military
Identification Number, or other unique identification number issued on a government

document commonly used to verify the identity of a specific individual.

Appendix D: Sample Breach Notice — Debit or Credit Card or Financial Account

Number
Appendix E: Sample Breach Notice - Medical Information
Appendix F: Sample Breach Notice - Health Insurance Information

Appendix G: Sample Breach Notice — Unique Biometric Data
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Appendix H: Sample Breach Notice — Hybrid (SSN and Health Information) Appendix I:
Sample Breach Notice — Automated License Plate Recognition System Appendix J:

Sample Breach Notice — Genetic Data
Appendix K: Sample Breach Notice — User Name or E-mail Address

Appendix L: Breach Help — Consumer Tips Enclosure (English)

Appendix M: Breach Help — Consumer Tips Enclosure (Spanish)
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Appendix A: Breach Response and Notification Assessment Checklist

Breach Response Requirement or Element

SIMM 5340-C
Reference

Yes

No

Notes/Comments

1. Assemble State Entity Response Team

B

1.1. Escalation Manager/Team Lead

1.2. Program Manager (office experiencing the breach)

1.3. Information Security Officer

1.4. Chief Privacy Officer or Coordinator

1.5. Public Information Officer or Communications Officer

1.6. Legal Counsel

1.7. Other

1.8. Chief Information Officer or Technology Specialist

1.9. Personnel Office or Human Resources Manager

2. Escalation/Internal Reporting

2.1. Deputy Director

2.2. Director

2.3. Agency Secretary

2.4. Governor's Office

3. Is an impact assessment/coordination meeting necessary?

3.1. Agency Response Team Members to Attend

3.2. OIS Response Team Member to Attend

B S = I I = = = = I = O I I R B I RS
o oo lolalalalalalajaja|joa|/oa|oa|lal;alo;a
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Breach Response Requirement or Element Yes | No Notes/Comments
Reference

3.3. CCIU Response Team Members to Attend p.5
3.4. Sign in Sheet / Attendee roster needed p.5
3.5. Non-disclosure agreement forms needed p.5

4. Security Incident Reporting p.5
4.1. Reported through Cal-CSIRS p.5
4.2. Respond to CHP CCIU response inquiry p.5
4.3. Respond to OIS response inquiry p.5
4.4. Update follow-up report (SIMM 5340-B) through Cal-CSIRS p.6

5. Is breach notification required by law (Civil Code Section 7

1798.29)? P
5.1. Was computerized data owned or licensed by the agency 7
involved? P-
5.2. Was a computer system, equipment, or peripheral storage 7
device (capable of containing computer data?involved? P-
5.3. Were notice-triggering data elements involved?
5.3.1. First name or first initial and the individual’s last name, and 7
one or more of the following: P-
5.3.2. Social Security number. p.7
5.3.3. Driver's License number or California Identification Card
number, tax identification number, passport number, military
identification number, or other unique identification number p.7

issued on a government document commonly used to verify the
identity of a specific individual.
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Breach Response Requirement or Element

SIMM 5340-C
Reference

Yes

No

Notes/Comments

5.3.4. Account number or credit or debit card number, in
combination

with any required security code, access code, or password that
would permit access to an individual's financial account.

p.7

5.3.5. Medical information (as defined in Civil Code Section
1798.29).

5.3.6. Health insurance information (as defined in Civil Code
Section 1798.29).

5.3.7 Unique biometric data generated from measurements or
technical analysis of human body characteristics, such as
fingerprint, retina, or iris image, used to authenticate a specific
individual. Unique biometric data does not include a physical or
digital photograph, unless used or stored for facial recognition
purposes

(as defined in Civil Code Section 1798.29).

5.3.8 Automated License Plate Recognition (ALPR) System
information (as defined in Civil Code Section 1798.90.5).

5.3.9 Genetic data (as defined in Civil Code Section 1798.29)

5.3.10 A user name or e-mail address, in combination with a
password or security question and answer that would permit
access to an online account.

5.4. Were the notice-triggering data elements encrypted?

5.4.1. Was the encryption product used, a FIPS 140-3 validated or
NIST certified cryptographic module?

5.5. Were notice triggering data elements acquired, or reasonably
believed to have been acquired by an unauthorized person?
(Examples only- list is not limited to these):

5.5.1. The system, equipment, or information is in the physical
possession and control of an unauthorized person, such as a

lost or stolen computer or other devices that have the capability of
containing information.
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SIMM 5340-C

Breach Response Requirement or Element Yes | No Notes/Comments

Reference

5.5.2. The information has been downloaded or copied (e.g., any 8

evidence that download or copy activity has occurred). P-

5.5.3. The attacker deleted security logs or otherwise "covered 3

their tracks". P-

5.5.4. The duration of exposure in relation to maintenance of

system logs or in cases of an inadvertent or unauthorized Web site p.8

posting.

5.5.5. The attack vector used is known to seek and collect 8

personal information. P.

5.5.6. The information was used by an unauthorized person, such

as instances of identity theft reported or fraudulent accounts p.8

opened.

6. Is breach natification required by Information Technology policy p.9

6.1. Was data, of any media type or format (e.g., paper, cassette 9

tape), owned or licensed by the agency involved? P-

6.2. Were notice-triggering data elements involved? p.9

6.2.1.First name or first initial and the individual’s last name, and 9

one or more of the following: P-

6.2.2. Social Security number. p. 9

6.2.3. Driver's License number or California Identification Card

number, tax identification number, passport number, military

identification number, or other unique identification number issued p. 9

on a government document commonly used to verify

the identity of a specific individual.

6.2.4. Account number or credit or debit card number, in

combination with any required security code, access code, or 9

password that would permit access to an individual's financial P-

account.

6.2.5. Medical information (as defined in Civil Code Section 9

1798.29) P-
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Breach Response Requirement or Element

SIMM 5340-C
Reference

Yes

No

Notes/Comments

6.2.6. Health insurance information (as defined in Civil Code
Section 1798.29)

p. 9

6.2.7 Unique biometric data generated from measurements or
technical analysis of human body characteristics, such as
fingerprint, retina, or iris image, used to authenticate a specific
individual. Unique biometric

data does not include a physical or digital photograph, unless used
or stored for facial recognition purposes.

p. 9

6.2.8 Automated License Plate Recognition (ALPR) System
information (as defined in Civil Code Section 1798.90.5).

p.9

6.2.9 Genetic Data (as defined in Civil Code Section 1798.29)

p.9

6.2.10 A user name or e-mail address, in combination with a

password or security question and answer that would permit
access to an online account.

p.9

6.3. Were the notice-triggering data elements acquired, or
reasonably

believed to have been acquired? (Examples only-list is not limited
to these):

p.9

6.3.1. The information is in the physical possession and control of
an unauthorized person, such as a misdirected, lost, or stolen
hardcopy document, or file containing notice-triggering information.

p.9

6.3.2. The information has been viewed, acquired, or copied by an
unauthorized person, or a person exceeding the limits of their
authorized access.

p.10

6.3.3. The information has been shared by an unauthorized person
or was used by an unauthorized person, such as instances of
sharing the personal information with the media or tabloids, or
identity theft reported or fraudulent accounts opened.

p.10

7. Timeliness of Notification

p.10

7.1. Notification can be sent within ten (10) days from the date data
acquisition has been determined.

p.10
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Breach Response Requirement or Element Yes | No Notes/Comments
Reference

7.2. Notification may be delayed due to legitimate needs of law 10
enforcement. P-
7.3. Notification may be delayed to determine scope of breach. p.10
7.4. Notification may be delayed to restore system to reasonable 10
integrity. P-
7.5. Delay will or may exacerbate the risk of harm to individuals. p.10
7.6. AgencK head (or the senior-level individual designated in
writin the agency head as having authority to act on his/her p.10
behalf) has authorlzed the delay of notification.

8. Source of Notification p. 10
8.1. Agenc?fI head (or the senior-level individual designated in
writin the agency head as having authority to act on his/her p. 10
behal )W|II sign the notice.

8.2. The notice is addressed by the entity in which the recipient 10
has a relationship. P-
8.3. The notice is addressed by an entity in which the recipient has

no

.10

direct relationship, but the relationship is explained sufficiently in P
the notice.

9. Format of Notice p. 11
9.1. The notice shall be designed to call attention to the nature and

significance of the information it contains, and shall be formatted p. 11
on official letterhead to include:

9.1.1. No smaller than 10-point Ariel font type; p. 11
9.1.2. A title “Notice of Data Breach”; and p. 11
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Breach Response Requirement or Element

SIMM 5340-C
Reference

Yes

No

Notes/Comments

9.1.3. Contain at a minimum the following headings:
e “What Happened’;
e What Information Was Involved”;
e “What We Are Doing”;
e “What You Can Do”;
e “Other Important Information”; and
e “For More Information “.

10. Content of Notice

p. 11

2)?81 The notice leverages the sample notifications provided by

Appendices
B-I

10.2. The notice is clear and concise.

p. 11

10.3. The notice uses easy-to-understand language and does not
include technical jargon.

p. 11

10.4. The notice includes a general description of what happened;
including the date of breach if known, or estimated date or date
range within which the breach occurred.

p. 11

10.5. The notice specifically identifies the data elements involved.

p. 11

10.6. The notice includes the steps the individual can/should take
to protect themselves from harm (if any).

p. 12

10.7. The notice includes an apology.

p. 12

10.8. The notice includes information about what the agency has
done or is doing to investigate the breach, mitigate the losses, and
protect against any further breaches.

p. 12

10.9. The notice includes the name and contact information of an
individual contact(s) at the agency with the ability to provide more
information about the breach to the affected individuals.

p. 12
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Breach Response Requirement or Element Yes | No Notes/Comments
Reference
10.10. The notice provides a toll-free number for the agency
contact, physical address, e-mail address, and postal address if 12
available. If the agenc%/ does not have a toll-free number a local P-
number for the contact is provided.
10.11. The a%ency has knowledge that affected individuals are not
English speaking and has prepared notices in the appropriate p. 12
languages.
10.12. The agency has given consideration in providing the
notification to individuals who are visually or hearing impaired (e.qg., p. 12
establishing a TDD or posting a large-type notice).
11. Approval of the Notice p. 12
11.1. Draft notice submitted to OIS for review and approval prior to 12
their release: P-
11.1.1. Communicated with an OIS security representative by 12
telephone contact, prior to submission. P-
11.1.2. Submitted breach notification into Cal-CSIRS, selecting 12
“Breach Notification for Review” as the type. P-
11.1.3. Have allowed at least one full business day for OIS review. p. 12
11.2. Final notice submitted to OIS and includes required 13
information. P-
11.3. The agency has notified and/or sought prior approval for
release of notice or the use of reference from other public and
private sector agencies that may be impacted by the breach or p. 13
play a role in mitigating the potential harms (e.g., credit reporting
agencies, etc.).
12. Method of Notification p. 13
12.1. First-class mail notification will be made. p. 13
12.1.1. Addressed to the named individual. p. 13
12.1.2. Mailed to the last known address. p. 13
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Breach Response Requirement or Element

SIMM 5340-C
Reference

Yes

No

Notes/Comments

12.1.3. Mailed separately from other letters and notices.

p. 13

12.1.4. Labeled on the outside of the envelope to alert recipient to
the importance of its contents (e.g., "Important Information

Enclosed"), and as to reduce the possibility that it may be mistaken
for advertising mail.

p. 13

12.1.5. Includes sender or return address information. Special
caveats noted here.

p. 13

12.2. Telephone notification will be made with a concurrent follow-
up written by first-class mail.

p. 14

12.?. E-mail notification will be made as the following criteria are
met:

p.14

12.3.1. Individual has provided agency with an e-mail address.

p.14

12.3.2. Individual has provided written consent to use e-mail as the
primary means of communication.

p.14

12.3.4. E-mail notification is consistent with the provisions
regarding electronic records and signatures set forth in the Federal
Electronics Signatures Act (15 U.S. Code 7001).

p.14

12.4. Substitute notification will be made as the following criteria
are met:

p. 14

12.4.1. Agency has demonstrated that more than 500,000
individuals were affected; or the cost of providing notification would
exceed $250,000; or the agency does not have

adequate contact information on those affected (no known mailing
address is available).

p. 14
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Breach Response Requirement or Element

SIMM 5340-C
Reference

Yes

No

Notes/Comments

12.4.2. Substitute notification, as required, will include the following

collectively:
1) Conspicuous posting on the agency website.
2) Notifications to statewide media.

p 14
3) E-mail notification when the agency has an e-
mail address to individuals. Here, the
requirements of the Federal Electronics
Signatures Act do not need to be met.
12.4.3. Web ﬁosting will be made on homepage or a conspicuous 14
link from the homepage. P-
12.4.4. Web posting will also include a link to FAQs. p.14
12.4.5. Information in press release will not impede or compromise 15
the investigation or pose other security risks. P-
12.5. Agency has elected to issue press release, as well as first- 15
class notification due to the number of individuals affected. P-
12.5.1. Information in press release will not impede or compromise 15
the investigation or pose other security risks. P-
13. Preparation for Follow-on Inquiries from Noticed Individuals p.15
13.1. The agency's public intake areas have been alerted and
trained as
. . . o p.15
agproprlate to properly direct telephone and in-person inquiries
about the breach.
13.1.1. Inquiries from the press are to be directed to: p. 15
13.1.2. Inquiries from individuals receiving the notice and needing 15
more information are directed to: P-
13.2. The agency has provisioned for a toll-free call center, staffed 0. 15

with trained personnel.
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Breach Response Requirement or Element Yes | No Notes/Comments
Reference

13.3. The agency has provisioned for documented scripts, and 15
answers to anticipated and frequently asked questions. P-
13.4. The agency has provisioned for a complaint resolution and/or 15
escalation process. P-
13.5. The agency has provided early warning and information
about the
timing of notification to all counterparts, so that they are prepared p. 15
fq[r t)he potential surge in inquiries (e.g., credit reporting agencies,
etc.).

14. Other Situations When Breach Notification Should be 16
Considered P-
14.1. The agency has considered the nature of any non-notice
triggering personal information involved in this breach and the p. 16
potential harms it poses or may pose to affected individuals.

14.1.1 The agency has determined the nature of the information
does potentially pose one or more of the following potential harms p. 16
(Examples only-list is not limited to these):

14.1.1.1. Harm to reputation. p. 16
14.1.1.2. Potential for harassment. p. 16
14.1.1.3. Potential for preg'udice, particularly when health or 16
financial benefits information is involved. P-
14.1.1.4. Financial loss. p. 16
14.1.1.5. Embarrassment. p. 16
14.1.1.6 Legal problems. p. 16-18
14.2. The agency has considered the likelihood that the 16
information has been acquired, or is accessible and usable. P-
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14.2.1. The agency has determined whether it is known or hi?hly
likely the information has been acquired and has the potential for
misuse p. 16
by unauthorized persons due to the following (examples only- list is
not limited to these):
14.2.1.1. The information was not encrypted. p. 16
14.3.1.2. The list was posted on the Internet for an extended 16
period. p.
14.2.1.3. The encryption product used was not a NIST certified 17
cryptographic module or FIPS 140-3 validated product. P-
14.3. The agency determined there is a likelihood that the breach
may lead to harm due to the following (examples p. 17
only-list is not limited to these):
14.3.1. breach of confidentiality or fiduciary responsibility; p. 17
14.3.2. disclosure of address for victims of stalking or abuse; or 17
persons in high risk professions; P-
14.3.3. legal problems; p. 17
14.3.4. harm to reputation; p. 17
14.3.5. financial loss; p. 17
14.3.6. disclosure of private facts and unwanted exposure;
potential for 17
secondary uses of the information which could result in fear or P-
uncertainty;
14.3.7. potential for harassment, blackmail, or prejudice; p. 17
14.3.8. the social security number alone can lead to identity theft. p. 17
14.4. The ability of the agency to mitigate the risk of harm to 17
individuals. P
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Breach Response Requirement or Element

SIMM 5340-C
Reference

Yes

No

Notes/Comments

14.4.1. The agency can mitigate further compromise of the system.

p.17

14.4.2. The agency can monitor systems for misuse of the
personal information and patterns of suspicious behavior.

p.17

14.4.3. The agency has exhausted its ability to mitigate any further
risk of harm.

p.18

14.4.4. The apology and assurance of corrective action may serve
as a satisfactory remedy those impacted.

p.18

14.5. The ability of the noticed individual to mitigate the risk to
themselves following notification.

p.18

15. Other Actions Agencies Can Take to Mitigate Harm

p.18

15.1. The agency has notified financial institutions if state payroll or|
bank account information was involved.

p.18

15.2. The agency has notified other agencies about the potential
R(zrg_ege];i)t fraud as applicable (e.g., disability, unemployment,
edi-Ca

p.18

16. Other Considerations When State Employee Data Is Involved

16.1. Agency has treated affected emPonees with the same care
and concern as any other individual atfected by breach.

p.18

16.2. Agency has considered other early warning and notification
methods

to augment the first-class mail notification (e.g., such as e-mail,
Intranet posting, town hall meetings).

p.18

16.3. Agency has notified managers and supervisors of the

affected employees and adequately prepared them to answer
questions from employees.

p.18

16.4. Agency has considered notifying represented
employee organizations as may be appropriate.

p.18

16.5. Agency has considered the use of town hall meetings to
respond to employee questions and concerns following notification.

p.18
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17. Other Considerations From a Public Relations Perspective p.18
17.1. The agency has considered advanced notification to the 18
media. P-
17.2. The agency has considered acquiring credit monitoring
services 19
for the affected individuals. Note: This should only be considered P-
when the incident involves Social Security number.
18. Notifying Others When Required p. 19
18.1. Notifying the California Attorney General and uploading a
redacted copy of the notification to their website when the incident
requires p. 19
notification to 500 or more individuals.
18.2. Notifying the Credit Reporting Agencies when notification is 20
made to 10,000 or more individuals. P-
Office of Information Security
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Appendix B: Sample Breach Notice: Social Security Number
[Agency Letterhead]

[Date]

[Addressee]

[Mailing Address]

[City] [State] [Zip Code]

[Salutation]

Subject: NOTICE OF DATA BREACH

[Describe what happened in general terms, see example below]

What Happened? We are writing to you because of a recent security incident that occurred on [date of incident]
at [name of organization]. An employee inadvertently e-mailed a document containing your
personal information to the wrong person.

What Information [Describe what specific notice-triggering data element(s) were involved, see example below]

"
Was Involveds? The document contained your first and last name, along with your social security number.

[Note apology and describe what steps your agency is taking, has taken, or will take, to
investigate the breach, mitigate any losses, and protect against any further breaches, see
What We Are Doing: example below]
We regret that this incident occurred and want to assure you that we are reviewing and revising
our procedures and practices to minimize the risk of recurrence.

To protect yourself from the possibility of identity theft, we recommend that you place a fraud alert
on your credit files by following the recommended privacy

protection steps outlined in the enclosure “ Breach Help —Consumer Tips from the California
Attorney General ”.

What You Can Do:

Other Important

. Enclosure “ Breach Help —Consumer Tips from the California Attorney General ”
Information:

For more information on identity theft, you may visit the Web site of the California Department of

For More Information: Justice, Privacy Enforcement and Protection at www.oag.ca.gov/privacy

Agency Contact: Should you need any further information about this incident, please contact [name of the
designated agency official or agency unit handling inquiries] at [toll-free phone number].

[Signature of State Entity Head or Delegate] [Title]
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Appendix C: Sample Breach Notice - Driver’s License Number

or California Identification Card Number, tax identification number, passport number, military identification number, or other unique

identification number issued on a government document used to verify the identity of an individual.

[Agency Letterhead]
[Date]

[Addressee]

[Mailing Address]

[City] [State] [Zip Code]
[Salutation]

Subject: NOTICE OF DATA BREACH

What Happened?

[Describe what happened in general terms, see example below]

We are writing to you because of a recent security incident that occurred on [date of incident]
at [name of organization]. An employee inadvertently e-mailed a document containing your
personal information to the wrong person.

What Information
Was Involved?

[Describe what specific notice-triggering data element(s) were involved, see example below]

The document contained your first and last name, along with your driver's license number.

What We Are Doing:

[Note apology and describe what steps your agency is taking, has taken, or will take, to
investigate the breach, mitigate any losses, and protect against any further breaches, see
example below]

We regret that this incident occurred and want to assure you that we are reviewing and revising
our procedures and practices to minimize the risk of recurrence.

What You Can Do:

To protect yourself from the possibility of identity theft, we recommend that you place a fraud alert
on your credit files by following the recommended privacy

protection steps outlined in the enclosure “ Breach Help —Consumer Tips from the California
Attorney General ”.

Other Important
Information:

Enclosure “ Breach Help —Consumer Tips from the California Attorney General”

For More Information:

For more information on identity theft, you may visit the Web site of the California Department of
Justice, Privacy Enforcement and Protection at www.oag.ca.gov/privacy

Should you need any further information about this incident, please contact [name of the

Agency Contact: ) . \ AT
designated agency official or agency unit handling inquiries] at [toll-free phone number].
[Signature of State Entity Head or Delegate] [Title]
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Appendix D: Sample Breach Notice - Credit Card or Financial Account Number

[Agency Letterhead]

[Date]

[Addressee]

[Mailing Address]

[City] [State] [Zip Code]

[Salutation]

Subject: NOTICE OF DATA BREACH

[Describe what happened in general terms, see example below]

What Happened? We are writing to you because of a recent security incident that occurred on [date of incident]
at [name of organization]. An employee inadvertently e-mailed a document containing your
personal information to the wrong person.

What Information [Describe what specific notice-triggering data element(s) were involved, see example below]
Was Involved? The document contained your first and last name, along with your bank account number.

[Note apology and describe what steps your agency is taking, has taken, or will take, to
investigate the breach, mitigate any losses, and protect against any further breaches, see
What We Are Doing: example below]
We regret that this incident occurred and want to assure you that we are reviewing and revising
our procedures and practices to minimize the risk of recurrence.

To help prevent unauthorized access and fraudulent activity on this account, we recommend
that you immediately contact [the credit card or financial account issuer] and close your account.
Tell them that your account may have been compromised, and ask that they report it as “closed
at customer request.”

If you want to open a new account, ask your account issuer to give you a PIN or password
associated with the new account. This will help control access to the account.

What You Can Do:

Other Important

. Enclosure “ Breach Help —Consumer Tips from the California Attorney General”
Information:

For more information on identity theft, you may visit the Web site of the California Department of

For More Information: Justice, Privacy Enforcement and Protection at www.oag.ca.gov/privacy

Should you need any further information about this incident, please contact [name of the

Agency Contact: ) - ' s AR
designated agency official or agency unit handling inquiries] at [toll-free phone number].

[Signature of State Entity Head or Delegate] [Title]
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Appendix E: Sample Breach Notice - Medical Information Only
[Agency Letterhead]

[Date]

[Addressee]

[Mailing Address]

[City] [State] [Zip Code]

[Salutation]

Subject: NOTICE OF DATA BREACH

[Describe what happened in general terms, see example below]

What Happened? We are writing to you because of a recent security incident that occurred on [date of incident]
at [name of organization]. An employee inadvertently e-mailed a document containing your
personal information to the wrong person.

[Describe what specific notice-triggering data element(s) were involved, see example below]

Please note, the information was limited to [specify, (e.g., your name and medical treatment)] and
What Information did not contain any other information, such as Social Security number, Driver's License number, or
Was Involved? financial account numbers which could expose you to identity theft. Nonetheless, we felt it
necessary to inform you since your medical information [or medical history, medical condition, or
medical treatment or diagnosis] was involved.

[Note apology and describe what steps your agency is taking, has taken, or will take, to
investigate the breach, mitigate any losses, and protect against any further breaches, see
What We Are Doing: example below]
We regret that this incident occurred and want to assure you that we are reviewing and revising
our procedures and practices to minimize the risk of recurrence.

Keep a copy of this notice for your records in case of future problems with your medical records.
What You Can Do: You may also want to request a copy of your medical records from your [provider or plan], to
serve as a baseline.

Other Important

. Enclosure “ Breach Help —Consumer Tips from the California Attorney General”
Information:

For more information on identity theft, you may visit the Web site of the California Department

For More Information: of Justice, Privacy Enforcement and Protection at www.oag.ca.gov/privacy

Agency Contact: Should you need any further information about this incident, please contact [name of the
designated agency official or agency unit handling inquiries] at [toll-free phone number].

[Signature of State Entity Head or Delegate] [Title]
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Appendix F: Sample Breach Notice - Health Insurance Information Only
[Agency Letterhead]

[Date]

[Addressee]

[Mailing Address]

[City] [State] [Zip Code]

[Salutation]

Subject: NOTICE OF DATA BREACH

[Describe what happened in general terms, see example below]

What Happened? We are writing to you because of a recent security incident that occurred on [date of incident]
at [name of organization]. An employee inadvertently e-mailed a document containing your
personal information to the wrong person.

[Describe what specific notice-triggering data element(s) were involved, see example below]

Please note, the information was limited to [specify, (e.g., your name and health plan number] and
What Information did not contain any other information, such as Social Security number, Driver's License number, or
Was Involved? financial account numbers which could expose you to identity theft. Nonetheless, we felt it
necessary to inform you since your health insurance information [or policy, plan number, or
subscriber identification number] was involved.

[Note apology and describe what steps your agency is taking, has taken, or will take, to
investigate the breach, mitigate any losses, and protect against any further breaches, see
What We Are Doing: example below]
We regret that this incident occurred and want to assure you that we are reviewing and revising
our procedures and practices to minimize the risk of recurrence.

Keep a copy of this notice for your records in case of future problems with your medical records.
We also recommend that you regularly review the explanation of benefits statement that you
receive from [us, your health insurance plan, or your health insurer]. If you see any service that
What You Can Do: you believe you did not receive, please contact [us, your health insurance plan, your health
insurer] at the number on the statement [or provide a number here]. If you do not receive regular
explanation of benefits statements, contact your provider or plan and ask them to send such
statements following the provision of services provided in your name or under your plan number.

Other Important

. Enclosure “ Breach Help —Consumer Tips from the California Attorney General”
Information:

For more information on identity theft, you may visit the Web site of the California Department

For More Information: of Justice, Privacy Enforcement and Protection at www.oag.ca.gov/privacy

Should you need any further information about this incident, please contact [name of the

Agency Contact: ) . . ST
designated agency official or agency unit handling inquiries] at [toll-free phone number].

[Signature of State Entity Head or Delegate] [Title]

1 Additional language will be necessary if other notice triggering information was involved. If the breach does not involve Social Security
number, driver’s license/California Identification Card, or financial account numbers, say so and refer to the following language.
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Appendix G: Sample Breach Notice — Unique Biometric Data
[Agency Letterhead]

[Date]

[Addressee]

[Mailing Address]

[City] [State] [Zip Code]

[Salutation]

Subject: NOTICE OF DATA BREACH

[Describe what happened in general terms, see example below]

We are writing to you because of a recent security incident that occurred on [date of
incident] at [name of organization]. ABC Solutions, Inc. is contracted with the Department of
Emergency Management to support use of biometric data for customer access to its online
Emergency Management systems. Unique biometric data is defined as generated from
measurements or technical analysis of human body characteristics, such as fingerprint,
retina, or iris image, used to authenticate a specific individual. Unique biometric data does
not include a physical or digital photograph, unless used or stored for facial recognition
purposes

What Happened?

On October 12, 2019 an inadvertent system configuration error lead to a five-hour exposure
of the biometric data maintained by ABC Solutions. The error was immediately corrected
upon discovery.

[Describe what specific notice-triggering data element(s) were involved, see example below]'

Please note, the information was limited to your account name and fingerprints and did not
contain any other information, such as Social Security number, Driver's License number,
California Identification Card Number, tax identification number, passport number, military
identification number, or other unique identification number issued on a government
document, or financial account numbers which could expose you to identity theft.
Nonetheless, we felt it necessary to inform you

since your personal biometric data was involved.

What Information
Was Involved?

[Note apology and describe what steps your agency is taking, has taken, or will take, to
investigate the breach, mitigate any losses, and protect against any further breaches, see
What We Are Doing: example below]
We regret that this incident occurred and want to assure you that we are reviewing and revising
our procedures and practices to minimize the risk of recurrence.

If you use biometric data to access any accounts, we recommend you choose another form of

What You Can Do: authentication to protect against unauthorized access

Other Important

. Enclosure “ Breach Help —Consumer Tips from the California Attorney General ”
Information:

For more information on identity theft, you may visit the Web site of the California Department

For More Information: of Justice, Privacy Enforcement and Protection at www.oag.ca.gov/privacy

Should you need any further information about this incident, please contact [name of the

Agency Contact: ) . . ST
designated agency official or agency unit handling inquiries] at [toll-free phone number].

[Signature of State Entity Head or Delegate] [Title]
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Appendix H: Sample Breach Notice — Hybrid (SSN and Health Information)
[Agency Letterhead]

[Date]

[Addressee]

[Mailing Address]

[City] [State] [Zip Code]

[Salutation]

Subject: NOTICE OF DATA BREACH

[[Describe what happened in general terms, see example below]

What Happened? We are writing to you because of a recent security incident that occurred on [date of
incident] at [name of organization]. An employee inadvertently e-mailed a document
containing your personal information to the wrong person.

[Describe what specific notice-triggering data element(s) were involved, see example below]
What Information
Was Involved? The document contained your [specify, (e.g., your name and health plan number)] along with your
social security number.

[Note apology and describe what steps your agency is taking, has taken, or will take, to
investigate the breach, mitigate any losses, and protect against any further breaches, see
example below]

What We Are Doing:

We regret that this incident occurred and want to assure you that we are reviewing and revising
our procedures and practices to minimize the risk of recurrence.

Keep a copy of this notice for your records in case of future problems with your medical
records. You may also want to request a copy of your medical records from your [provider or
plan], to serve as a baseline.

Because your Social Security number was involved, in order to protect yourself from the
possibility of identity theft, we recommend that you place a fraud alert on your credit files
and order copies of your credit reports by following the recommended privacy protection
steps outlined in the enclosure. Check your credit reports for any accounts or medical bills
that you do not recognize. If you find anything suspicious, follow the instructions found in
step four of the enclosure.

Since your health insurance information was also involved, we recommend that you regularly
review the explanation of benefits statement that you receive from [name of health insurance
provider]. If you see any service that you believe you did not receive, please contact us at
the number on the statement [or provide a number here]. If you do not receive regular
explanation of benefits statements, contact your

provider or plan and ask them to send such statements following the provision of services provided
in your name or under your plan number.

What You Can Do:

Other Important

. Enclosure “ Breach Help —Consumer Tips from the California Attorney General ”
Information:

For more information on identity theft, you may visit the Web site of the California Department

For More Information: of Justice, Privacy Enforcement and Protection at www.oag.ca.gov/privacy

Should you need any further information about this incident, please contact [name of the

Agency Contact: ) . . ST
designated agency official or agency unit handling inquiries] at [toll-free phone number].

[Signature of State Entity Head or Delegate] [Title]
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Appendix I: Sample Breach Notice - Automated License Plate Recognition System
[Agency Letterhead]

[Date]

[Addressee]

[Mailing Address]

[City] [State] [Zip Code]

[Salutation]

Subject: NOTICE OF DATA BREACH

[Describe what happened in general terms, see example below]

We are writing to you because of a recent security incident that occurred on [date of incident]
at [XYZ Solutions, Inc.]. XYZ Solutions, Inc. is an Automated License Plate Recognition
(ALPR) system operator and maintains an ALPR system database used by many state and
local law enforcement entities, including ours, to administer public safety and crime protection
programs. We received notification on

What Happened?

[date notification received] that an XYZ Solutions ALPR system database has been
compromised.
Describe what specific notice-triggering data element(s) were involved, see example below]

Please note, the information involved was limited to your name, address, vehicle license plate
number, and the vehicle’s location and patterns of movement, if any, between [month day, year and
month day, year]. This incident did not involve any other information, such as Social Security
number, Driver's License number, or financial account numbers which could expose you to
identity theft.

[Note apology and describe what steps your agency is taking, has taken, or will take, to
investigate the breach, mitigate any losses, and protect against any further breaches, see
example below]

What Information
Was Involved?

What We Are Doing:

We regret that this incident occurred and want to assure you that we are reviewing and revising
our procedures and practices to minimize the risk of recurrence.

Your privacy is of utmost concern to us. For more information about your privacy rights, you may
What You Can Do: visit the Web site of the California Department of Justice, Privacy Enforcement and Protection at
www.oag.ca.gov/privacy

Other Important

. Enclosure “ Breach Help —Consumer Tips from the California Attorney General”
Information:

For more information on identity theft, you may visit the Web site of the California Department

For More Information: of Justice, Privacy Enforcement and Protection at www.oag.ca.gov/privacy

Should you need any further information about this incident, please contact [name of the

Agency Contact: ) . . TR
designated agency official or agency unit handling inquiries] at [toll-free phone number].

[Signature of State Entity Head or Delegate] [Title]
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Appendix J: Sample Breach Notice — Genetic Data
[Agency Letterhead]

[Date]

[Addressee]

[Mailing Address]

[City] [State] [Zip Code]

[Salutation]

Subject: NOTICE OF DATA BREACH

Describe what happened in general terms, see example below]

We are writing to you because of a recent security incident that occurred on [date of incident]
at [name of organization]. An employee inadvertently e-mailed a document containing your
genetic data information to the wrong person. “Genetic data” means any data, regardless of
its format, that results from the analysis of a biological sample of an individual, or from
another source enabling equivalent information to be obtained, and concerns genetic
material. Genetic material includes, but is not limited to, deoxyribonucleic acids (DNA),
ribonucleic acids (RNA), genes, chromosomes, alleles, genomes, alterations or
modifications to DNA or RNA, single nucleotide polymorphisms (SNPs), uninterpreted data
that results from analysis of the biological sample or other source, and any information
extrapolated, derived, or inferred therefrom.

Describe what specific notice-triggering data element(s) were involved, see example below]

What Happened?

What Information

Was Involved? Please note, the information was limited to genetic data only. This incident did not involve the

compromise or access to any other information, such as Social Security number, Driver's
License number, or financial account numbers which could expose you to identity theft.

[Note apology and describe what steps your agency is taking, has taken, or will take, to
investigate the breach, mitigate any losses, and protect against any further breaches, see
example below]

What We Are Doing:

We regret that this incident occurred and want to assure you that we are reviewing and revising
our procedures and practices to minimize the risk of recurrence.

Your privacy is of utmost concern to us. For more information about your privacy rights, you may
What You Can Do: visit the Web site of the California Department of Justice, Privacy Enforcement and Protection at
www.oag.ca.gov/privacy

Other Important

. Enclosure “ Breach Help —Consumer Tips from the California Attorney General ”
Information:

For more information on identity theft, you may visit the Web site of the California Department

For More Information: of Justice, Privacy Enforcement and Protection at www.oag.ca.gov/privacy

Agency Contact: Should you need any further information about this incident, please contact [name of the
designated agency official or agency unit handling inquiries] at [toll-free phone number].

[Signature of State Entity Head or Delegate] [Title]
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Appendix K: Sample Breach Notice — User Name or E-Mail Address
[Agency Letterhead]

[Date]

[Addressee]

[Mailing Address]

[City] [State] [Zip Code]

[Salutation]

Subject: NOTICE OF DATA BREACH

[Describe what happened in general terms, see example below]

We are writing to you because of a recent security incident that occurred on [date of incident]
at [name of organization] involving the Online Information Sharing Portal (OISP). Our

What Happened? security systems detected an abnormally large number of attempts to access OISP user
accounts. The computer generated password guessing activity was designed to randomly
guess user password combinations until account access is ultimately achieved. Further
investigation revealed that some user account passwords were successfully guessed before
the activity was detected and blocked.

[Describe what specific notice-triggering data element(s) were involved, see example below].

Please note, the information was limited to your user identification (email address),

What Information password and security questions for your OISP online account. This incident did not involve
Was Involved? the compromise or access to any other information, such as Social Security number, Driver's
License number, or financial account numbers which could expose

you to identity theft. However, if you use the same user identification, password and or security
guestion for any other online accounts those may be at risk.

[Note apology and describe what steps your agency is taking, has taken, or will take, to
investigate the breach, mitigate any losses, and protect against any further breaches, see
example below]

We regret that this incident occurred and want to assure you that we have implemented
additional security controls to minimize the risk associated with this occurrence and the risk
of recurrence. These include prompting all system users to update their profile and reset their
passwords and security questions, and implementing automated validation at password
creation to ensure the use of unique, hard-to-guess passwords, and established limits on the
number of failed attempts to access your account.

To protect against unauthorized access and use of your online account(s), we recommend,
if you haven't already done so, that you immediately change your password and security
questions. Choose a unique, hard-to-guess password for each of your online accounts and
always look for and report unusual activity in your accounts. A hard-to-guess password
contains at least eight characters and is a

combination of upper and lower case letters, numbers and special characters.

What We Are Doing:

What You Can Do:

Other Important

. Enclosure “ Breach Help —Consumer Tips from the California Attorney General ”
Information:

For more information on identity theft, you may visit the Web site of the California Department

For More Information: of Justice, Privacy Enforcement and Protection at www.oag.ca.gov/privacy

Should you need any further information about this incident, please contact [name of the

Agency Contact: ) - ' o HILIME
designated agency official or agency unit handling inquiries] at [toll-free phone number].

[Signature of State Entity Head or Delegate] [Title]
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Appendix L: Breach Help — Consumer Tips Enclosure (English)

O

7

% Breach Help
Consumer Tips from the
California Attorney General

Consumer Information Sheet 17  October 2014

You get a letter from a company, a government agency, a university, a hospital or other organiza-
tion. The letter says your personal information may have been involved in a data breach. Or maybe
you learn about a breach from a news report or company web site. Either way, a breach notice
does not mean that you are a victim of identity theft or other harm, but you could be at risk.

The breach notice should tell you what specific types of personal information were involved. It may
also tell you what the organization is doing in response. There are steps you can take to protect
yourself. What to do depends on the type of personal information involved in the breach.

Mote that credit monitoring, which is often offered by breached companies, alerts you after some-
one has applied for or opened new credit in your name. Credit monitoring can be helpful in the
case of a Social Security number breach. it does not alert you to fraudulent activity on your existing

credit or debit card account.

Credit or Debit Card Number

The breach notice should tell you when and
where the breach occurred. If you used your
credit or debit card at the location during the
given time, you can take steps to protect your-
self.

Credit Card

1. Monitor your credit card account for suspi-
cious transactions and report any to the
card-issuing bank (or American Express or
Discover). Ask the bank for online monitor-
ing and alerts on the card account. This will
give you early warning of any fraudulent
transactions.

2. Consider cancelling your credit card if you
see fraudulent transactions on it following
the breach. You can dispute fraudulent

transactions on your credit card statement,
and deduct them from the total due. Your
liability for fraudulent transactions is limited
o $50 when you report them, and maost
banks have a zero-liability policy.'

If you do cancel your credit card, remember
to contact any companies to which you
make automatic payments on the card. Give
them your new account number if you

wish to transfer the payments.

Debit Card

1-

Monitor your debit card account for suspi-
dious transactions and report any to the card
issuer. Ask the bank for online monitoring and
alerts on the card account. This will give you
early warning of any fraudulent transactions.
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2. Report any unauthorized transactions to
your bank immediately to avoid lizbility.
Your liability for fraudulent transactions is
limited to $30 if you report them within two
days. Your bank may have a zero liability
policy. But as time passes, your liability in-
creases, up to the full amount of the trans-
action if you fail to report it within 60 days
of its appearance on your bank statement *

3. Consider cancelling your debit card. The
card is connected to your bank account.
Cancelling it is the safest way to protect
yourself from the possibility of a stolen
account number being used to withdraw
money from your bank account. Even
though it would likely be restored, you
would not have access to the stolen money
until after your bank has completed an
investigation.

Social Security Number

Heres what to do if the breach notice letter
says your Social Security number was involved.

1. Contact the three credit bureaus. You can re-
port the potential identity theft to all three of
the major credit bureaus by calling any ane
of the toll-free fraud numbers below. You
will reach an automated telephone system
that allows you to flag your file with a fraud
alert at all three bureaus. You will also be sent
instructions on how to get a free copy of your
report from each of the credit bureaus.

Experian 1-888-397-3742
Equifax 1-800-525-6285
TransUnion 1-B00-680-7289

2. What it means to put a fraud alert on your
credit file. A fraud alert helps protect you
against the possibility of an identity thief open-
ing new credit accounts in your name. When a
merchant checks the cradit history of someone
applying for credit, the merchant gets a notice
that there may be fraud on the account. This

alerts the merchant to take steps to verify the
identity of the applicant. A fraud alert lasts 90
days and can be renewed. For information on
a stronger protection, a security freeze, see
How to Freeze Your Credit Files at
wiww.0ag.ca.goviprmvaquinfo-sheats.

3. Review your credit reports. Look through
each one carefully. Look for accounts you
don't recognize, especially accounts opened
recently. Look in the inquiries section for
names of creditors from whom you haven't
requested credit. Some companies bill
under names other than their store names.
The credit bureau will be able to tell you
when that is the case. You may find some
inquiries identified as “promotional.” These
occur when a company has obtained your
name and address from a credit bureau to
send you an offer of credit. Promotional
inquiries are not signs of fraud. (You are
automatically removed from lists to re-
ceive unsolicited offers of this kind when
you place a fraud alert.) Also, as a general
precaution, look in the personal information
section for any address listed for you where
you've never lived.

4. If you find items you don’t understand on
your report, call the credit bureau at the
number on the report. Credit bureau staff
will review your report with you. If the
infarmation can't be explained, then you
will nead to contact the craditors invalved
and report the crime to your local police or
sheriff's office.

Password and User ID

In the case of an online account passward
breach, you may receive a notice by email or
when you go to the log-on page for your ac-
count. Here are steps to take if you learn that]
your password and user ID or email address, or
perhaps your security question and answer, were
compromised.
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1. Change your password for the affected
account. If you find that you are locked out
of your account, contact the company’s
customer service or security department.

2. [If you use the same password for other ac-
counts, change them too.

3. If 3 security question and answer was in-
volved, change it. Don't use questions based
on information that is publicly available, such
as your mother's maiden name, your pet’s
name or the name of your high school.

4. Use different passwords for your online
accounts. This is especially important for
accounts that contain sensitive information,
such as your medical or financial informa-
tion. Consider accounts at online merchants
where you may have your credit card number
stored in the account.

5. Create strong passwords. Longer is better—
at least ten characters long and a mix of
uppercase and lowercase letters, numerals,
punctuation marks, and symbaols. Don't use
words found in a dictionary. You can base
passwords on a phrase, song or book fitle.

Example: "I love tropical sunsets” becomes
1luvtrop1calSuns3ts!

6. A password manager or password “"safe” can
help you create and manage many strong
passwords. These software programs can
run on your computer, your phone and other
portable devices. You only have to remem-
ber one password (or passphrase) to open
the safe. The Electronic Frontier Foundation
(wwweff.org) lists some free versions and
computer magazines offer product reviews.

Bank Information

If the breach notice says your checking account
number, on a check for example, was breached,
here's what to do.

1. Call the bank, tell them about the breach
and tell them you want to close your ac-
count. Find out what checks are outstand-
ing. You may want to wait until they have
cleared before closing the account. (Or
you could write to each recipient, tell them
about the breach, ask them not to process
the old check and enclose a new check on
your new account.}

2. Open a new bank account. Tell the bank
you want to use a new password for ac-
cess to your new account. Do not use your
mothers maiden name or the |ast four digits
of your Social Security number. Ask your
bank to notify the check verification compa-
ny it uses that the old account was closed.

Drivers License Number

If the breach notice says your driver's license

or California identification card number was
involved, and you suspect that you are a victim
of identity theft, contact DMV's Driver License
Fraud and &Analysis Unit (DLFAU) by telephone
at 1 B66-658-5758 or by email at difrrud@dmy
ca.gov. Do not include personal information on
your e-mail.

Medical or Health Insurance
Information

If the breach notice says your health insurance
or health plan number was involved, here's
what you can do to protect yourself against
possible medical identity theft. A breach that
involves other medical information, but not
your insurance or plan number, does not gener-
ally pose a risk of medical identity theft.

1. If the letter says your Sodal Security number
was involved, see section on Social Security
number breaches. Also contact your insurer
or health plan, as in number 2 below.

2. If the letter says your health insurance or
health plan number was involved, contact
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your insurer or plan. Tell them about the up on it with your insurer or plan. For more
breach and ask them to note the breach in on medical identity theft, see First Aid for
their records and to flag your account number. Medical identity Theft: Tips for Consumers,
at www.03g.ca. goviprivagyfinfo-sheets.
3. Closely watch the Explanation of Benefits g-ca govipmyaEcy

:tatlemetrjn s fﬂ; g"y ipéﬂgtn;hle |ttem5. An For more details on what to do if you suspect
tﬁ:p anql IG?‘LS enekl 4 STh e tmrg‘,?lf ,',n that your information is being used to commit

| tfgaﬂ'{“ g. r"lar e s ”Odz - identity theft, see the Identity Theft Victim

ists the medical services received by you Checklist at www.0ag.ca goviidtheft/

or anyone covered by your plan. If you see information-sheets
a service that you did not receive, follow ’

This fact sheet is for informational purposes and should not be construed as legal advice or as
policy of the State of California. If you want advice on a particular case, you should consult an
attorney or other expert. The fact sheet may be copied, if (1) the meaning of the copied text is
not changed or misrepresented, (2} cradit is given to the California Department of Justice, and
(3) all copies are distributed free of charge.

MOTES
! Truth in Lerdireg Act, 14 U.5. Code sec. 1607 and following.
? Electronic Funds Transfer Act, 15 U.%. Code sec. 1693 and following.
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Appendix M: Breach Help — Consumer Tips Enclosure (Spanish)

Ayuda en caso de robo

de datos confidenciales

Consejos para el consumidor del
Procurador General de California

Hoja 17 de informacién al consumidor » Octubre de 2014

Suponga gue recibe una carta de una compafiia, agencia del gobierno, una universidad, un
hospital u otra organizacion, La carta dice que su informacién personal puede haber formado parte
de un robo de datos confidenciales. O quizas se entere del episodio por un boletin de noticias o
sitic web de la empresa. Cualquiera sea |la manera en que reciba la informacién, el hecho de que
se haya violado la sequridad de los datos de una compaiia no quiere decir que usted haya caido
victima de robo de identidad o sufrido un dafio, pero existe el riesgo de que asi sea.

El aviso de violadon de datos confidenciales deberia indicar los tipos especificos de informacion
personal involucrados. También le puede decir lo que la organizacion esta haciendo para contrarrestar
el problema. Para protegerse a s mismo, puede tomar los pasos que se indican a continuacian.
Todo dependerd del tipo de informacion personal afectada en el robo de los datos confidenciales.

Algunas compafias afectadas le ofreceran sin cargo una alerta de crédito, lo cual le alerta después
de que alguien solicitd v obtuvo un crédito nuevo en su nombre. La alerta de crédito puede ser
util cuando le roban su ndmero del Seguro Social. Pero no le avisa cuando se produce actividad

fraudulenta en su cuenta existente de tarjeta de crédito o débito.

Nimero de tarjeta de crédito o débito
El aviso de robo de datos confidenciales quizas
le informe cuindo y dénde se produjo dicha
violacion . Si uso su tarjeta de crédito o débito
en ese lugar en el periodo indicado, puede
tomar pasos para protegerse.

Tarjeta de crédito

1. Vigile su cuenta de tarjeta de crédito para
ver si hay transacciones sospechosas, y
denuncielas al banco que emitic la misma
{0 a American Express o Discover). Pidale al
banco que habilite 1a vigilancia y alertas en
linea para esa cuenta. De esa manera podrd

recibir un aviso anticipado de cualquier
transaccidn fraudulenta.

. Si observa transacciones fraudulentas en su

tarjeta de crédito después de haberse anunciado
el robo de datos confidencdiales, considere la
posibilidad de cancelar su tarjeta de crédito.
Puede disputar las transacciones fraudulentas
que aparezcan en su estado de cuenta, y
deducirlas del monto adewdado. 5u respon-
sabilidad por transacciones fraudulentas

se limita a $50 cuando las denundia, y la
mayoria de los bancos tienen politicas que lo
eximen a usted de toda responsabilidad.!
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3. Sicancela su tarjeta de crédito, no se olvide
de comunicarse con todas las companias
que deducen sus pagos de la tarjeta en
forma automatica. Si quiere seguir haciendo
pagos en forma automatica, deles su nuevo
numero de cuenta.

Tarjeta de débito

1. Vigile su cuenta de tarjeta de débito para
ver si hay transacciones sospechosas, y
denuncielas a su banco. Pidale al banco que
habilite la vigilancia y alertas en linea para
esa cuenta. De esa manera podra recibir un
aviso anticipado de cualquier transaccion
fraudulenta.

2. Denuncie toda transaccion no autorizada a
su banco inmediatamente para evitar
responsabilidad. Su responsabilidad por
transacciones fraudulentas se limita a $50
si las reporta en un plazo de dos dias. Su
banco puede tener llegar a eximirlo de
toda responsabilidad. Pero si deja pasar
el tiempo, su responsabilidad aumentara,
hasta llegar al monto total de la transaccion
si no la reporta en un plazo de 60 dias de su
aparicion en su estado de cuenta?

3. Considere la posibilidad de cancelar su
tarjeta de débito. Esta tarjeta esta conectada
con su cuenta bancaria. La manera mas
segura de protegerse contra la posibilidad
de que le saquen dinero de su cuenta
bancaria con un nimero robado es cancelar
la tarjeta. Si bien es probable que le devuelvan
el dinero robado, es posible que esto no
ocurra hasta que su banco haya completado
su investigacion.

Namero del Seguro Social

Si el aviso le dice que quizas le han robado su
namero del Seguro Social, tiene que hacer lo
siguiente.

1!

Comuniquese con las tres agencias de
informacion de crédito. Puede denunciar
un robo potencial de identidad a las tres
agencias principales de informacion de
crédito llamando a cualquiera de los
nameros gratis para denunciar fraude que
aparecen a continuacion. Lo atendera un
sistema telefonico automatizado que le
permitird marcar su expediente con un
alerta de fraude en las tres agencias de
informacion de crédito. También le enviaran
instrucciones sobre cémo obtener una copia
de su informe de cada una de las agencias
de informacion de crédito.

Experian 1-888-397-3742
Equifax 1-800-525-6285
TransUnion 1-800-680-7289

Qué significa poner una alerta de fraude en
su expediente de crédito. Una alerta de fraude
ayuda a protegerlo contra la posibilidad de
que un ladrén de identidad abra una cuenta
de crédito en su nombre. Cuando un comer-
ciante verifica el historial de crédito de alguien
que esta solicitando una cuenta de crédito,
recibira un aviso de que puede haber fraude
en la cuenta. Esto alertara al comerdiante para
que tome los pasos necesarios para verificar la
identidad del solicitante. Un alerta de fraude
dura 90 dias y se puede renovar. Para obtener
informacion sobre un nivel de proteccion aan
mayor, lea How to Freeze Your Credit Files
(Como congelar sus datos de crédito) en
wWw.03g.ca.goviprivacylinfo-sheets.

Revise sus informes de crédito. Examine
cada uno de ellos cuidadosamente. Fijese si
hay alguna cuenta que no reconoce, sobre
todo cuentas abiertas recientemente. Fijese
en la seccion de consultas (inquiries) para
ver si hay nombres de acreedores a quienes
usted no les solicitd crédito. Algunas
companias facturan con nombres distintos
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que el de su tienda. La agencia de informadian
de crédito le podra decir cuando éste sea

el caso. Algunas consultas pueden ser
identificadas como "promocionales” . Estas
son cuando una empresa le ha pedido a una
agencia de informacion de crédito su nombre
y direccion para enviarle una oferta de
crédito. Las consultas promocionales no son
senales de fraude. (Cuando cologue una
alerta de fraude, lo borraran automaticamente
de las listas para recibir ofertas de este

tipo que usted no solicitd.} Ademas, como
precaucion general, fliese en la seccidn
sobre informacién personal para ver si hay
alguna direccion donde usted nunca vivid.

Si encuentra algo que no comprende en

su informe de crédito, llame a la agencia,

al nimero que aparece en el informe. El
personal de la agencia de informacion de
crédito repasara el informe con usted. 5ila
informacion no se puede explicar, tendrd
que llamar a los acreedores correspondientes
y denunciar el delito en su comisaria local u
oficina del alguacil.

Nembre de usuario y contrasena

En el caso de que la violacién de sequridad de
los datos involucre la contrasena de su cuenta
en linea, quizds reciba un mensaje por correo
electrénico o cuando inicie una sesion en la
pagina web de su cuenta. Si se entera que
quizas le han robado su nombre de usuario y
contrasena, o su direccion de comeo electronico
0 la respuesta a sus preguntas de seguridad,
puede tomar los siguientes pasos.

I

Cambie |a contrasena de la cuenta afectada.
Si no puede ingresar en su cuenta,
comuniquese con el servicio al diente o
departamento de sequridad de la compania.

Si usa la misma contrasena en otras cusntas,
cambielas también.

3. Sile robaron su respuesta a la pregunta de

sequridad, cdmbiela. No use preguntas de
sequridad cuya respuesta se puede obtener
por un medio pablico, como el nombre

de soltera de su madre, el nombre de su
mascota o el nombre de su escuela.

. Use contrasenas distintas para cada una de

sus cuentas en linea. Esto es particularmente
importante para cuentas que tienen infor-
meacion sensible, como sus datos médicos o
financieros. Tenga en cuenta, por ejemplo,
que algunas de sus cuentas en linea pueden
tener almacenado el nimero de su tarjeta de
crédito.

. (3enere contrasenas robustas. Cuanto mas

largas, mejor. Deberian tener por lo menos
diez caracteres, con una mezcla de maylsculas,
mindsculas, ndmeros, signos de puntuacion
y simbolos. Mo use palabras que se pueden
encontrar en el diccionario. Puede basar sus
contrasenas en una frase, cancion o titulo
de un libro.

Eemplo: “\iaje al centro de la Tierra" se
puede convertir en W 1aj3.
al.c3ntr0.d3.1a.Ti3mra

. Un programa de administracicn de

contrasenas o "caja fuerte” de contrasenas
puede ayudarle a crear y administrar muchas
contrasenas robustas. Estos programas
pueden funcionar en su computadora,
teléfono u otros dispositivos portatiles. Solo
tiene gue recordar una contrasena (o frase)
para abrir la caja fuerte. La organizacidn
Electronic Frontier Foundation (iwww:eff.
org) lista algunas versiones gratis, y puede
ver andlisis de estos productos en |as revistas
de informatica.
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Informacién bancaria

5i el aviso sobre la violacidn de sequridad datos
le informa que quizas le robaron su ndmero de
cuenta bancaria, por ejemplo de una copia de
su cheque, tome los siguientes pasos.

1. Uame al banco e inférmeles sobre la viclacian.
Digales que quiere cerrar su cuenta. Averige
si hay cheques suyos que todavia no se
cobraron. Quizas le convenga esperar hasta
gue se hayan cobrado antes de cerrar la
cuenta. (O puede escribirle a cada uno de
sus acreedores, informarles sobre la violacian
de datos, incluir un cheque de su cuenta
nueva y pedirles que no cobren el cheque
gue les envid anteriormente.)

2. Abra una nueva cuenta bancaria. Digale al
banco que quiere usar una nueva contrasena
para acceder a su nueva cuenta. No use el
nombre de soltera de su madre o las Oltimas
cuatro cifras de su ndmero del Seguro Social.
Pidale a su banco que notifigue a su compania
de verificacién de chegques que la cuenta
anterior se ha cerrado.

Numere de licencia de manejar

Si el aviso de violacion de la sequridad de datos
le informa que quizas le hayan robado su
namero de licencia para manejar o tarjeta de
identificacion de California, y sospecha que
puede haber sido victima de un robo de
identidad, comuniguese con la Unidad de
Analisis y Fraude de Licencias de Manejar (DL-
FAU, por sus siglas en inglés) del DMV [lamando
al 1 B66-658-5758 o escribiendo a difrsud@
dmv.ca.gov. Mo incluya ninguna informacion
personal si escribe por correo electrénico.

Informacion de su seguro meédico o
de salud

Si el aviso le indica que quizas le robaron su
namero de sequro de salud o plan de salud,

tome |os siguientes pasos para protegerse
contra un posible robo de identidad médica.
Una violacion de su informacidn médica que no
incluya su nidmero del seguro o plan de salud
en general no presenta un riesgo de robo de
identidad médica.

1. Sila carta dice gque guizés le robaron su
numero del Seguro Social, vea la seccion
precedente sobre el robo de ndmeros de
Seguro Social. Comuniguese también con su
compania de seguros o plan de salud, como
se indica en el punto 2 a continuacion.

2. 5ila carta dice que su ndmero de seguro de
salud o de plan de salud quedé expuesto,
comuniguese con su aseguradora o plan.
Cuénteles sobre la violacidn y pidales que
pongan una nota sobre la misma en sus
reqistros y que marguen su numero de
cuenta.

3. Inspeccione de cerca sus cartas de Explicacion
de beneficios para ver si hay algun elemento
cuestionable. La carta de Explicacion de
beneficios viene por correo, en general con
un aviso que dice "This is not a bill {Esta
no es una factura)”. Enumera los servicios
médicos recibidos por usted y los demas
miembros cubiertos por su plan. Sive un
senvicio que no recibit, infarmele a su
compania o plan de seguro. Para obtener
mas informacién sobre el robo de identidad
médica, lea First Aid for Medical Identity
Theft: Tips for Consumers (Frimeros
auxilios para el robo de identidad médica:
Consefos para consumidores! en wiww.0ag.
ca.goviprivacylinfo-sheets.

Para obtener mas detalles sobre lo que tiene
que hacer si sospecha que se esta usando su
informacion para cometer robo de identidad,
lea Identity Theft Victim Checklist (Lo que
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deben hacer las victimas de robo de identidad) u otro experto. Esta hoja de informacian se

En www.03g.ca.gowidtheftinformation-sheets. puede copiar, siempre y cuando (1) no se cambie
ni se desvirtde el significado del texto copiado,

Esta hoja se proporciona con fines informativos (2) se dé aédito al Departamento de Justicia de

y no debe interpretarse como asesoramiento California y (3) todas las copias se distribuyan sin

legal ni como la politica del estado de California.  cargo.
5i desea obtener asesoramiento sobre un caso
en particular, debe consultar con un abogado

Esta hoja se proporciona con fines informativos y no debe interpretarse como asesoramiento
legal ni como la politica del Estado de California. Si desea obtener asesoramiento sobre un
caso en particular, debe consultar con un abogado u otro experto. Esta hoja de informacion
se puede copiar, siempre y cuando (1) no se cambie ni se desvirtue el significado del texto
copiado, (2) se dé crédito al Departamento de Justicia de California y (3} todas las copias se
distribuyan sin cargo.

MOTAS

! Truth In Lending Act {Ley de Veracidad en los Préstamos), Codigo de los Estados Unidos, tiulo 14, secdan 1601 y
subsigulentes.

? Electromic Funds Transfer Act {Ley de Transferenda Electronica de Fondos), Codigo de los Estados Unidos, titulo 15,
seccidn 1693 y subsiguientes.
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